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assauvuacurrnumsucvan — Gertain versions of Fedora from Fedoraproject contain the following
vulnerability:

A null pointer dereference bug was found in wavpack-5.4.0 The results
from the ASAN log: AddressSanitizer:DEADLYSIGNAL

AddressSanitizer: SEGV on unknown address 0x000000000000 (pc 0x561b47a970c6 bp
0x7fff13952fb0 sp 0x7fff1394fcal TO) ==84257==The signal is caused by a WRITE memory
access. ==84257==Hint: address points to the zero page. #0 0x561b47a970c5 in main
cli/wvunpack.c:834 #1 0x7efc4f5c0082 in __libc_start_main (/lib/x86_64-linux-
gnu/libc.s0.6+0x24082) #2 0x561b47a945ed in _start (/usr/local/bin/wvunpack+0xaSed)
AddressSanitizer can not provide additional info. SUMMARY: AddressSanitizer: SEGV
cli/wvunpack.c:834 in main ==84257==ABORTING

CVE-2022-2476 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as severity.
4] | 1
CVSS3 Score: [SSEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[EaE] EaE IEIGH]

| CVE References

Description Tags Link

Null pointer dereference at cli/wvunpack.c - Issue #121 - dbry/WavPack - ) MIsC
GitHub github.com/dbry/WavPack/issues/121


https://cve.report/
https://cve.report/CVE-2022-2476/mitre
https://cve.report/CVE-2022-2476/nist
https://cve.report/CVE-2022-2476/cve_org
https://cve.report/CVE-2022-2476.pdf
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/dbry/WavPack/issues/121

[SECURITY] Fedora 36 Update: wavpack-5.5.0-2.fc36 - package-announce - FEDORA FEDORA-2022-
Fedora Mailing-Lists ca2f721916

[SECURITY] Fedora 35 Update: wavpack-5.5.0-2.fc35 - package-announce - FEDORA FEDORA-2022-
Fedora Mailing-Lists €9c086b06f

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

183662 Debian Security Update for wavpack (CVE-2022-2476)

283200 Fedora Security Update for wavpack (FEDORA-2022-ca2f721916)

283226 Fedora Security Update for wavpack (FEDORA-2022-c9c086b06f)

355855 Amazon Linux Security Advisory for wavpack : ALAS2-2023-2213

672403 EulerOS Security Update for wavpack (EulerOS-SA-2022-2811)

752446 SUSE Enterprise Linux Security Update for wavpack (SUSE-SU-2022:2681-1)
752449 SUSE Enterprise Linux Security Update for wavpack (SUSE-SU-2022:2682-1)
902559 Common Base Linux Mariner (CBL-Mariner) Security Update for wavpack (10317)

907335 Common Base Linux Mariner (CBL-Mariner) Security Update for wavpack (10317-1)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Fedoraproject Fedora 35 All All All

System

Operating Fedoraproject Fedora 36 All All All

System

Application Wavpack Wavpack 5.4.0 All All All

cpe:2.3:0:fedoraproject:fedora:35:*:*:*:**:*:*:

cpe:2.3:a:wavpack:wavpack:5.4.0:

No vendor comments have been submitted for this CVE
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