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Summary

CVE CVE-2022-24760

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-12 00:15:00 UTC

Updated 2022-07-01 16:06:00 UTC

Description Parse Server is an open source http web server backend. In versions prior to 4.10.7 there is a Remote Code Execution (RCE) vulnerability in Parse Server. This vulnerability affects Parse Server in the default configuration with MongoDB. The main weakness that leads to RCE is the Prototype Pollution vulnerable code in the file `DatabaseController.js`, so it is likely to affect Postgres and any other database backend as well. This vulnerability has been confirmed on Linux (Ubuntu) and Windows. Users are advised to upgrade as soon as possible. The only known workaround is to manually patch your installation with code referenced at the source GHSA-p6h4-93qp-jhcm.

Risk And Classification

Problem Types: CWE-1321

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux - All All All

Operating System Microsoft Windows - All All All

Application Parseplatform Parse-server All All All All

References

Reference Source Link

huntr – Security Bounties for any GitHub repository MISC www.huntr.dev

Command injection via prototype pollution · Advisory · parse-community/parse-server · GitHub CONFIRM github.com

fix: security vulnerability that allows remote code execution (ghsa p… · parse-community/parse-server@886bfd7 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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