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CVE CVE-2022-24761
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-17 13:15:00 UTC

Updated 2022-09-23 18:57:00 UTC

Description Waitress is a Web Server Gateway Interface server for Python 2 and 3. When using Waitress versions 2.1.0 and prior behir
1 I i

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Agendaless Waitress All All All All

Operating System Debian Debian Linux 9.0 All All All

Reference Source Lir
[SECURITY] [DLA 3000-1] waitress security update MLIST list
Release v2.1.1: Merge pull request from GHSA-4{7p-27jc-3c36 - Pylons/waitress - GitHub MISC git
Merge pull request from GHSA-4f7p-27jc-3c36 - Pylons/waitress@9e0b8c8 - GitHub MISC git
Debian -- Security Information -- DSA-5138-1 waitress DEBIAN wv

Inconsistent Interpretation of HTTP Requests (HTTP Request Smuggling') in waitress - Advisory - Pylons/waitress - GitHub ~ CONFIRM  git
CVE Program record CVE.ORG wv

NVD vulnerability detail NVD nvi

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179276 Debian Security Update for waitress (DLA 3000-1)
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179293 Debian Security Update for waitress (DSA 5138-1)

183960 Debian Security Update for waitress (CVE-2022-24761)

198729 Ubuntu Security Notification for Waitress Vulnerability (USN-5364-1)

240202 Red Hat Update for OpenStack Platform 16.2 (RHSA-2022:1253)

240203 Red Hat Update for OpenStack Platform 16.1 (RHSA-2022:1254)

240204 Red Hat Update for OpenStack Platform 13.0 (RHSA-2022:1264)

354473 Amazon Linux Security Advisory for python-waitress : ALAS2022-2022-235

354558 Amazon Linux Security Advisory for python-waitress : ALAS-2022-235

671899 EulerOS Security Update for python-waitress (EulerOS-SA-2022-1948)

752723 SUSE Enterprise Linux Security Update for python-waitress (SUSE-SU-2022:3731-1)
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