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CVE CVE-2022-24775
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2022-03-21 19:15:00 UTC
Updated 2022-03-29 02:23:00 UTC
Description guzzlehttp/psr7 is a PSR-7 HTTP message library. Versions prior to 1.8.4 and 2.1.1 are vulnerable to improper header pars
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Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Drupal Drupal All
Application Guzzlephp Psr-7 All

Update
All

All

Edition Language
All All
All All

References

Reference

Improper Input Validation in guzzlehttp/psr7 - Advisory - guzzle/psr7 - GitHub
Release 1.8.4 by GrahamCampbell - Pull Request #486 - guzzle/psr7 - GitHub
Release 2.1.1 by GrahamCampbell - Pull Request #485 - guzzle/psr7 - GitHub
Access to this page has been denied.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Source

CONFIRM

MISC

MISC

CONFIRM

CVE.ORG

NVD

Link Tags
github.com

github.com

github.com

www.drupal.org
WWw.Cve.org canonical

nvd.nist.gov canonical, analysis

154121 Drupal Core: Guzzle Library Improper Input Validation Vulnerability (CVE-2022-24775)

180831 Debian Security Update for php-guzzlehttp-psr7 (CVE-2022-24775)


https://cve.report/
https://cve.report/CVE-2022-24775/mitre
https://cve.report/CVE-2022-24775/nist
https://cve.report/CVE-2022-24775/cve_org
https://cve.report/CVE-2022-24775.pdf
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/guzzlephp
http://cve.report/software/guzzlephp/psr-7
https://github.com/guzzle/psr7/security/advisories/GHSA-q7rv-6hp3-vh96
https://github.com/guzzle/psr7/pull/486/commits/9a96d9db668b485361ed9de7b5bf1e54895df1dc
https://github.com/guzzle/psr7/pull/485/commits/e55afaa3fc138c89adf3b55a8ba20dc60d17f1f1
https://www.drupal.org/sa-core-2022-006
https://www.cve.org/CVERecord?id=CVE-2022-24775
https://nvd.nist.gov/vuln/detail/CVE-2022-24775
http://cve.report/qid/154121
http://cve.report/qid/180831

200159 Ubuntu Security Notification for php-guzzlehttp-psr7 Vulnerabilities (USN-6670-1)

730407 Drupal Core Moderately Critical Guzzle Vulnerability (SA-CORE-2022-006)
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