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State PUBLIC
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Source Priority CVE Program / NVD first with legacy fallback
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Updated 2023-11-07 03:44:00 UTC
Description Puma is a simple, fast, multi-threaded, parallel HTTP 1.1 server for Ruby/Rack applications. When using Puma behind a pr
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Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 11.0 All All All
Operating System Fedoraproject Fedora 35 All All All
Operating System Fedoraproject Fedora 36 All All All
Operating System Fedoraproject Fedora 37 All All All
Application Puma Puma All All All All

References |
Reference Source Link
[SECURITY] Fedora 37 Update: rubygem-puma-5.6.5-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedo
Puma: Multiple Vulnerabilities (GLSA 202208-28) — Gentoo security GENTOO  security.¢
[SECURITY] Fedora 36 Update: rubygem-puma-5.5.2-3.fc36 - package-announce - Fedora Mailing-Lists lists.fedo
[SECURITY] [DLA 3083-1] puma security update MLIST lists.debi

[SECURITY] Fedora 35 Update: rubygem-puma-4.3.6-5.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedo

[SECURITY] Fedora 35 Update: rubygem-puma-4.3.6-5.fc35 - package-announce - Fedora Mailing-Lists lists.fedo
[SECURITY] Fedora 36 Update: rubygem-puma-5.5.2-3.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedo

Debian -- Security Information -- DSA-5146-1 puma DEBIAN www.dek
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https://www.debian.org/security/2022/dsa-5146

[SECURITY] Fedora 37 Update: rubygem-puma-5.6.5-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedo

Inconsistent Interpretation of HTTP Requests (HTTP Request Smuggling') in puma - Advisory - puma/puma - GitHub ~ CONFIRM  github.cc

Merge pull request from GHSA-h99w-9q5r-gjq9 - puma/puma@5bb7d20 - GitHub MISC github.cc
CVE Program record CVE.ORG www.cve
NVD vulnerability detail NVD nvd.nist.¢

|

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179344 Debian Security Update for puma (DSA 5146-1)

180972 Debian Security Update for puma (DLA 3083-1)

183863 Debian Security Update for puma (CVE-2022-24790)

200174 Ubuntu Security Notification for Puma Vulnerabilities (USN-6682-1)
240926 Red Hat Update for Satellite 6.9.10 (RHSA-2022:8532)

283093 Fedora Security Update for rubygem (FEDORA-2022-de968d1b6c)
283094 Fedora Security Update for rubygem (FEDORA-2022-52d0032596)
354428 Amazon Linux Security Advisory for rubygem-puma : ALAS2022-2022-051
710598 Gentoo Linux Puma Multiple Vulnerabilities (GLSA 202208-28)

753405 SUSE Enterprise Linux Security Update for rubygem-puma (SUSE-SU-2022:3571-1)
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