
CVE-2022-24794
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2022-24794

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-31 23:15:00 UTC

Updated 2022-04-08 16:37:00 UTC

Description Express OpenID Connect is an Express JS middleware implementing sign on for Express web apps using OpenID Connect. Users of the `requiresAuth` middleware, either directly or through the default `authRequired` option, are vulnerable to an Open Redirect when the middleware is applied to a catch all route. If all routes under `example.com` are protected with the `requiresAuth` middleware, a visit to `http://example.com//google.com` will be redirected to `google.com` after login because the original url reported by the Express framework is not properly sanitized. This vulnerability affects versions prior to 2.7.2. Users are advised to upgrade. There are no known workarounds.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Auth0 Express Openid Connect All All All All

References

Reference Source

Merge pull request from GHSA-7p99-3798-f85c · auth0/express-openid-connect@0947b92 · GitHub MISC

URL Redirection to Untrusted Site ('Open Redirect') in express-openid-connect · Advisory · auth0/express-openid-connect · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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