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Summary

CVE CVE-2022-24832

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-11 21:15:00 UTC

Updated 2022-04-19 15:25:00 UTC

Description GoCD is an open source a continuous delivery server. The bundled gocd-ldap-authentication-plugin included with the GoCD Server fails to correctly escape special characters when using the username to construct LDAP queries. While this does not directly allow arbitrary LDAP data exfiltration, it can allow an existing LDAP-authenticated GoCD user with malicious intent to construct and execute malicious queries, allowing them to deduce facts about other users or entries within the LDAP database (e.g alternate fields, usernames, hashed passwords etc) through brute force mechanisms. This only affects users who have a working LDAP authorization configuration enabled on their GoCD server, and only is exploitable by users authenticating using such an LDAP configuration. This issue has been fixed in GoCD 22.1.0, which is bundled with gocd-ldap-authentication-plugin v2.2.0-144.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Thoughtworks Gocd All All All All

References

Reference Source Link

Bump bundled gocd-ldap-authentication-plugin to v2.2.0-144 by chadlwilson · Pull Request #10244 · gocd/gocd · GitHub MISC github.com

GitHub - gocd/gocd-ldap-authentication-plugin: LDAP authentication plugin for GoCD MISC github.com

Escape/encode values when building search filters. · gocd/gocd-ldap-authentication-plugin@87fa7da · GitHub MISC github.com

Authentication | GoCD User Documentation MISC docs.gocd.org

Release GoCD 22.1.0 · gocd/gocd · GitHub MISC github.com

Releases - Version notes | GoCD MISC www.gocd.org

Release 2.2.0-144 · gocd/gocd-ldap-authentication-plugin · GitHub MISC github.com

Bundled ldap-authentication-plugin fails to neutralise LDAP special elements in usernames · Advisory · gocd/gocd · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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