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Summary

CVE CVE-2022-24833

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-11 21:15:00 UTC

Updated 2022-04-19 15:29:00 UTC

Description PrivateBin is minimalist, open source online pastebin clone where the server has zero knowledge of pasted data. In PrivateBin < v1.4.0 a cross-site scripting (XSS) vulnerability was found. The vulnerability is present in all versions from v0.21 of the project, which was at the time still called ZeroBin. The issue is caused by the fact that SVGs can contain JavaScript. This can allow an attacker to execute code, if the user opens a paste with a specifically crafted SVG attachment, and interacts with the preview image and the instance isn't protected by an appropriate content security policy. Users are advised to either upgrade to version 1.4.0 or to ensure the content security policy of their instance is set correctly.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Privatebin Privatebin All All All All

References

Reference Source

Persistent Cross-site Scripting (XSS) vulnerability in SVG attachments in PrivateBin < v1.4.0 · Advisory · PrivateBin/PrivateBin · GitHub CONFIRM

Sanitize SVG preview, preventing script execution in instance context… · PrivateBin/PrivateBin@2a4d572 · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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