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CVE CVE-2022-24838
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-11 21:15:00 UTC
Updated 2023-06-23 19:22:00 UTC
Description Nextcloud Calendar is a calendar application for the nextcloud framework. SMTP Command Injection in Appointment Email
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Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Nextcloud Calendar All All All All

Reference Source Lir
Command Injection in Appointment Emails for Calendar - Advisory - nextcloud/security-advisories - GitHub CONFIRM  git
Add email validation and testing for appointments booking by miaulalala - Pull Request #4073 - nextcloud/calendar - GitHub  MISC git
Add email validation and testing for booking - nextcloud/calendar@7b70edf - GitHub MISC git
CVE Program record CVE.ORG wv
NVD vulnerability detail NVD nvi
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690848 Free Berkeley Software Distribution (FreeBSD) Security Update for nextcloud calendar (2a314635-be46-11ec-a06f-
d4c9ef517024)
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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