
CVE-2022-24840
Published on: Not Yet Published

Last Modified on: 06/17/2022 03:50:00 PM UTC

CVE-2022-24840 - advisory for GHSA-4w8f-hjm9-xwgf

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Django-s3file from Django-s3file Project contain the
following vulnerability:

django-s3file is a lightweight file upload input for Django and Amazon
S3 . In versions prior to 5.5.1 it was possible to traverse the entire
AWS S3 bucket and in most cases to access or delete files. If the
`AWS_LOCATION` setting was set, traversal was limited to that
location only. The issue was discovered by the maintainer. There were

no reports of the vulnerability being known to or exploited by a third party, prior to the release
of the patch. The vulnerability has been fixed in version 5.5.1 and above. There is no feasible
workaround. We must urge all users to immediately updated to a patched version.

CVSS3 Score: 9.8 - CRITICAL
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CVE-2022-24840 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as CRITICAL

severity.

Affected Vendor/Software:  codingjoe - django-s3file version < 5.5.1
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CVE References

Description Tags Link

Fix CVE-XXXX-XXXX -- Fix Path Traversal security
vulnerability · codingjoe/django-s3file@68ccd2c · GitHub

github.com

text/html

 MISC github.com/codingjoe/django-
s3file/commit/68ccd2c621a40eb66fdd6af2be9d5fcc9c373318

Improper Limitation of a Pathname to a Restricted Directory
('Path Traversal') in django-s3file · Advisory ·
codingjoe/django-s3file · GitHub

github.com

text/html

 CONFIRM github.com/codingjoe/django-
s3file/security/advisories/GHSA-4w8f-hjm9-xwgf

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Django-s3file Project Django-s3file All All All All

No vendor comments have been submitted for this CVE
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