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Summary

CVE CVE-2022-24841

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-18 22:15:00 UTC

Updated 2022-04-27 13:53:00 UTC

Description fleetdm/fleet is an open source device management, built on osquery. All versions of fleet making use of the teams feature are affected by this authorization bypass issue. Fleet instances without teams, or with teams but without restricted team accounts are not affected. In affected versions a team admin can erroneously add themselves as admin, maintainer or observer on other teams. Users are advised to upgrade to version 4.13. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fleetdm Fleet All All All All

References

Reference

Improper Authorization and Missing Authorization and Improper Access Control in github.com/fleetdm/fleet · Advisory · fleetdm/fleet · GitHub

Merge pull request from GHSA-pr2g-j78h-84cr · fleetdm/fleet@da171d3 · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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