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Summary

CVE CVE-2022-24848

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-01 18:15:00 UTC

Updated 2022-06-08 18:44:00 UTC

Description DHIS2 is an information system for data capture, management, validation, analytics and visualization. A SQL injection security vulnerability affects the `/api/programs/orgUnits?programs=` API endpoint in DHIS2 versions prior to 2.36.10.1 and 2.37.6.1. The system is vulnerable to attack only from users that are logged in to DHIS2, and there is no known way of exploiting the vulnerability without first being logged in as a DHIS2 user. The vulnerability is not exposed to a non-malicious user and requires a conscious attack to be exploited. A successful exploit of this vulnerability could allow the malicious user to read, edit and delete data in the DHIS2 instance's database. Security patches are now available for DHIS2 versions 2.36.10.1 and 2.37.6.1. One may apply mitigations at the web proxy level as a workaround. More information about these mitigations is available in the GitHub Security Advisory.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dhis2 Dhis 2 All All All All

References

Reference

fix: Merge pull request from GHSA-52vp-f7hj-cj92 by ameenhere · Pull Request #10953 · dhis2/dhis2-core · GitHub

Merge pull request from GHSA-52vp-f7hj-cj92 · dhis2/dhis2-core@3b245d0 · GitHub

Merge pull request from GHSA-52vp-f7hj-cj92 · dhis2/dhis2-core@ef04483 · GitHub

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') in OrgUnit program association · Advisory · dhis2/dhis2-core · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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