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Summary

CVE CVE-2022-2485

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-31 16:15:00 UTC

Updated 2022-09-06 22:08:00 UTC

Description Any attempt (good or bad) to log into AutomationDirect Stride Field I/O with a web browser may result in the device responding with its password in the communication packets.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Automationdirect Sio-mb04ads - All All All

Operating System Automationdirect Sio-mb04ads Firmware All All All All

Hardware Automationdirect Sio-mb04das - All All All

Operating System Automationdirect Sio-mb04das Firmware All All All All

Hardware Automationdirect Sio-mb04rtds - All All All

Operating System Automationdirect Sio-mb04rtds Firmware All All All All

Hardware Automationdirect Sio-mb04thms - All All All

Operating System Automationdirect Sio-mb04thms Firmware All All All All

Hardware Automationdirect Sio-mb08ads-1 - All All All

Operating System Automationdirect Sio-mb08ads-1 Firmware All All All All

Hardware Automationdirect Sio-mb08ads-2 - All All All

Operating System Automationdirect Sio-mb08ads-2 Firmware All All All All

Hardware Automationdirect Sio-mb08thms - All All All

Operating System Automationdirect Sio-mb08thms Firmware All All All All

Hardware Automationdirect Sio-mb12cdr - All All All

Operating System Automationdirect Sio-mb12cdr Firmware All All All All

Hardware Automationdirect Sio-mb16cdd2 - All All All
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Hardware Automationdirect Sio-mb16cdd2 - All All All

Operating System Automationdirect Sio-mb16cdd2 Firmware All All All All

Hardware Automationdirect Sio-mb16nd3 - All All All

Operating System Automationdirect Sio-mb16nd3 Firmware All All All All

References

Reference Source Link Tags

AutomationDirect Stride Field I/O | CISA CONFIRM www.cisa.gov

cdn.automationdirect.com/static/firmware/product_advisory/PA-COM-006.pdf CONFIRM cdn.automationdirect.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Byron Chaney of Accenture Security reported this vulnerability to CISA.

There are currently no legacy QID mappings associated with this CVE.
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