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CVE-2022-24872 - advisory for GHSA-9wrv-g75h-8ccc

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanammcLrrLumsuckan  Gertain versions of Shopware from Shopware contain the foIIowing
’ vulnerability:

Shopware is an open commerce platform based on Symfony
Framework and Vue. Permissions set to sales channel context by
admin-api are still usable within normal user session. Users are
advised to update to the current version 6.4.10.1. For older versions of
6.1, 6.2, and 6.3, corresponding security measures are also available
via a plugin. There are no known workarounds for this issue.

CVE-2022-24872 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as m severity.

Affected Vendor/Software: ) shopware - platform version < 6.4.10.1

CVSS3 Score: 8.1-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ NONE |
CVSS2 Score: [SSEMEDIUM)
Access Access Authentication
Vector Complexity
Low
Confidentiality Integrity Availability
Impact Impact Impact
[[NONE |

| CVE References

Description Tags Link


https://cve.report/
https://cve.report/CVE-2022-24872/mitre
https://cve.report/CVE-2022-24872/nist
https://cve.report/CVE-2022-24872/cve_org
https://cve.report/CVE-2022-24872.pdf
http://cve.report/software/shopware/shopware
http://cve.report/vendor/shopware
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/

NEXT-21034 - Dont restore ¢) MIsC

permissions - github.com/shopware/platform/commit/083765e2d64a00315050c4891800c9e98ba0c77
shopware/platform@083765e

- GitHub

Shopware 6 - Security (s MISC docs.shopware.com/en/shopware-6-en/security-updates/security-update-04-
Updates - Security Update 2022

04/2022

Improper Access Control in () CONFIRM github.com/shopware/platform/security/advisories/GHSA-9wrv-g75h-8ccc

SalesChannelContext/Cart -
Advisory - shopware/platform
- GitHub

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

i |

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Shopware Shopware All All All All

No vendor comments have been submitted for this CVE
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