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CVE CVE-2022-24891
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-27 21:15:00 UTC
Updated 2023-06-23 19:33:00 UTC
Description ESAPI (The OWASP Enterprise Security API) is a free, open source, web application security control library. Prior to versio
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Netapp Active |g Unified Manager - All All All
Application Netapp Active Ig Unified Manager - All All All
Application Netapp Active Ig Unified Manager - All All All
Application Netapp Oncommand Workflow Automation - All All All
Application Oracle Weblogic Server 12.2.1.3.0 All All All
Application Oracle Weblogic Server 12.2.1.4.0 All All All
Application Oracle Weblogic Server 14.1.1.0.0 All All All
Application Owasp Enterprise Security Api All All All All
Reference

Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') in org.owasp.esapi:esapi -- antisamy-esapi.xml configure
esapi-java-legacy/esapi4java-core-2.3.0.0-release-notes.txt at develop - ESAPIl/esapi-java-legacy - GitHub

Oracle Critical Patch Update Advisory - July 2022

esapi-java-legacy/ESAPI-security-bulletin8.pdf at develop - ESAPI/esapi-java-legacy - GitHub

April 2022 OWASP Enterprise Security API Vulnerabilities in NetApp Products | NetApp Product Security
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https://cve.report/CVE-2022-24891/nist
https://cve.report/CVE-2022-24891/cve_org
https://cve.report/CVE-2022-24891.pdf
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/oncommand_workflow_automation
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server
http://cve.report/vendor/owasp
http://cve.report/software/owasp/enterprise_security_api
https://github.com/ESAPI/esapi-java-legacy/security/advisories/GHSA-q77q-vx4q-xx6q
https://github.com/ESAPI/esapi-java-legacy/blob/develop/documentation/esapi4java-core-2.3.0.0-release-notes.txt
https://www.oracle.com/security-alerts/cpujul2022.html
https://github.com/ESAPI/esapi-java-legacy/blob/develop/documentation/ESAPI-security-bulletin8.pdf
https://security.netapp.com/advisory/ntap-20230127-0014/
https://www.cve.org/CVERecord?id=CVE-2022-24891
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183437 Debian Security Update for libowasp-esapi-java (CVE-2022-24891)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://nvd.nist.gov/vuln/detail/CVE-2022-24891
http://cve.report/qid/183437
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2022-24891
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


