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Summary

CVE CVE-2022-24894

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-03 22:15:00 UTC

Updated 2023-07-12 01:15:00 UTC

Description Symfony is a PHP framework for web and console applications and a set of reusable PHP components. The Symfony HTTP cache system, acts as a reverse proxy: It caches entire responses (including headers) and returns them to the clients. In a recent change in the `AbstractSessionListener`, the response might contain a `Set-Cookie` header. If the Symfony HTTP cache system is enabled, this response might bill stored and return to the next clients. An attacker can use this vulnerability to retrieve the victim's session. This issue has been patched and is available for branch 4.4.

Risk And Classification

Problem Types: CWE-285

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sensiolabs Symfony All All All All

References

Reference Source Link

Prevent storing cookie headers in HttpCache · Advisory · symfony/symfony · GitHub MISC github.com

[SECURITY] [DLA 3493-1] symfony security update MISC lists.debian.org

[HttpKernel] Remove private headers before storing responses with Htt… · symfony/symfony@d2f6322 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183819 Debian Security Update for symfony (CVE-2022-24894)

283696 Fedora Security Update for Hypertext Preprocessor (PHP) (FEDORA-2023-74b702f058)

283698 Fedora Security Update for Hypertext Preprocessor (PHP) (FEDORA-2023-aecde14648)
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