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Summary

CVE CVE-2022-24895

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-03 22:15:00 UTC

Updated 2023-07-12 01:15:00 UTC

Description Symfony is a PHP framework for web and console applications and a set of reusable PHP components. When authenticating users Symfony by default regenerates the session ID upon login, but preserves the rest of session attributes. Because this does not clear CSRF tokens upon login, this might enables same-site attackers to bypass the CSRF protection mechanism by performing an attack similar to a session-fixation. This issue has been fixed in the 4.4 branch.

Risk And Classification

Problem Types: CWE-384

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sensiolabs Symfony All All All All

References

Reference Source Link

security-advisories/CVE-2022-24895.yaml at master · FriendsOfPHP/security-advisories · GitHub MISC github.com

[Security/Http] Remove CSRF tokens from storage on successful login · symfony/security-bundle@076fd20 · GitHub MISC github.com

[SECURITY] [DLA 3493-1] symfony security update MISC lists.debian.org

[Security/Http] Remove CSRF tokens from storage on successful login · symfony/symfony@5909d74 · GitHub MISC github.com

Possible CSRF token fixation · Advisory · symfony/symfony · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183709 Debian Security Update for symfony (CVE-2022-24895)

283696 Fedora Security Update for Hypertext Preprocessor (PHP) (FEDORA-2023-74b702f058)

https://cve.report/
https://cve.report/CVE-2022-24895/mitre
https://cve.report/CVE-2022-24895/nist
https://cve.report/CVE-2022-24895/cve_org
https://cve.report/api/cve/CVE-2022-24895.json
https://cve.report/CVE-2022-24895.pdf
http://cve.report/vendor/sensiolabs
http://cve.report/software/sensiolabs/symfony
https://github.com/FriendsOfPHP/security-advisories/blob/master/symfony/security-bundle/CVE-2022-24895.yaml
https://github.com/symfony/security-bundle/commit/076fd2088ada33d760758d98ff07ddedbf567946
https://lists.debian.org/debian-lts-announce/2023/07/msg00014.html
https://github.com/symfony/symfony/commit/5909d74ecee359ea4982fcf4331aaf2e489a1fd4
https://github.com/symfony/symfony/security/advisories/GHSA-3gv2-29qc-v67m
https://www.cve.org/CVERecord?id=CVE-2022-24895
https://nvd.nist.gov/vuln/detail/CVE-2022-24895
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http://cve.report/qid/283696
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283696 Fedora Security Update for Hypertext Preprocessor (PHP) (FEDORA-2023-74b702f058)

283698 Fedora Security Update for Hypertext Preprocessor (PHP) (FEDORA-2023-aecde14648)

6000143 Debian Security Update for symfony (DLA 3493-1)
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