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Summary

CVE CVE-2022-24902

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-06 00:15:00 UTC

Updated 2022-05-16 15:22:00 UTC

Description TkVideoplayer is a simple library to play video files in tkinter. Uncontrolled memory consumption in versions of TKVideoplayer prior to 2.0.0 can theoretically lead to performance degradation. There are no known workarounds. This issue has been patched and users are advised to upgrade to version 2.0.0 or later.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Python Tkvideoplayer All All All All

References

Reference Source Link Tags

Huge memory usage even on small files · Issue #3 · PaulleDemon/tkVideoPlayer · GitHub MISC github.com

Memory issue in playing videos · Advisory · PaulleDemon/tkVideoPlayer · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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