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CVE CVE-2022-24912
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-29 10:15:00 UTC
Updated 2022-08-08 17:40:00 UTC
Description The package github.com/runatlantis/atlantis/server/controllers/events before 0.19.7 are vulnerable to Timing Attack in the w

/ ]

1|

Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Runatlantis Atlantis All All All All

Reference Source Link

GitLab webhook event validator vulnerable to timing attacks - Issue #2391 - runatlantis/atlantis - GitHub CONFIRM  github.com
Timing Attack in github.com/runatlantis/atlantis/server/controllers/events | CVE-2022-24912 | Snyk CONFIRM  security.snyk.i

fix: use constant time comparison of webhook secret in gitlab event v... - runatlantis/atlantis@4887091 - GitHub CONFIRM  github.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: cedws

There are currently no legacy QID mappings associated with this CVE.
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