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Summary

CVE CVE-2022-24957

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-29 02:15:00 UTC

Updated 2022-04-04 17:54:00 UTC

Description DHC Vision eQMS through 5.4.8.322 has Persistent XSS due to insufficient encoding of untrusted input/output. To exploit the vulnerability, the attacker has to create or edit a new information object and use the XSS payload as the name. Any user that opens the object's version or history tab will be attacked.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dhc-vision Eqms All All All All

References

Reference Source Link Tags

www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-019.txt MISC www.syss.de

SySS – The Pentest Experts – Ihr Experte für Penetrationstests MISC syss.de

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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