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CVE CVE-2022-25148
State PUBLIC
Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-24 19:15:00 UTC
Updated 2024-01-25 21:32:00 UTC
Description The WP Statistics WordPress plugin is vulnerable to SQL Injection due to insufficient escaping and parameterization of the

/ |

1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Veronalabs Wp Statistics All All All All

Reference Source Link

WordPress Plugin WP Statistics >= 13.1.5 - Multiple Unauthenticated SQL Injection vulnerabilities - GitHub ~ MISC gist.github.com
WordPress WP Statistics 13.1.5 SQL Injection = Packet Storm MISC packetstormsecurit
Changeset 2679983 for wp-statistics — WordPress Plugin Repository MISC plugins.trac.wordpr
Vulnerability Advisories - Wordfence MISC www.wordfence.co
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Discovery Credit
LEGACY: Muhammad Zeeshan (Xib3rR4dAr)

There are currently no legacy QID mappings associated with this CVE.
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