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Summary

CVE CVE-2022-25162

State PUBLIC

Assigner Mitsubishielectric.Psirt@yd.MitsubishiElectric.co.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-18 17:15:00 UTC

Updated 2022-06-06 18:13:00 UTC

Description Improper Input Validation vulnerability in Mitsubishi Electric MELSEC iQ-F series FX5U-xMy/z(x=32,64,80, y=T,R, z=ES,DS,ESS,DSS) with serial number 17X**** or later and versions prior to 1.270, Mitsubishi Electric Mitsubishi Electric MELSEC iQ-F series FX5U-xMy/z(x=32,64,80, y=T,R, z=ES,DS,ESS,DSS) with serial number 179**** and prior and versions prior to 1.073, MELSEC iQ-F series FX5UC-xMy/z(x=32,64,96, y=T,R, z=D,DSS) with serial number 17X**** or later and versions prior to 1.270, Mitsubishi Electric MELSEC iQ-F series FX5UC-xMy/z(x=32,64,96, y=T,R, z=D,DSS) with serial number 179**** and prior and versions prior to 1.073, Mitsubishi Electric MELSEC iQ-F series FX5UC-32MT/DS-TS versions prior to 1.270, Mitsubishi Electric MELSEC iQ-F series FX5UC-32MT/DSS-TS versions prior to 1.270, Mitsubishi Electric MELSEC iQ-F series FX5UC-32MR/DS-TS versions prior to 1.270, Mitsubishi Electric MELSEC iQ-F series FX5UJ-xMy/z(x=24,40,60, y=T,R, z=ES,ESS) versions prior to 1.030, Mitsubishi Electric MELSEC iQ-F series FX5UJ-xMy/ES-A(x=24,40,60, y=T,R) versions prior to 1.031 and Mitsubishi Electric MELSEC iQ-F series FX5S-xMy/z(x=30,40,60,80, y=T,R, z=ES,ESS) version 1.000 allows a remote unauthenticated attacker to cause a temporary DoS condition for the product's communication by sending specially crafted packets.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mitsubhishielectric Melsec Iq-fx5u-32mr/ds - All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-32mr/dss - All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-32mr/dss Firmware All All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-32mr/ds Firmware All All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-32mr/es - All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-32mr/ess - All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-32mr/ess Firmware All All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-32mr/es Firmware All All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-32mt/ds - All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-32mt/dss - All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-32mt/dss Firmware All All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-32mt/ds Firmware All All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-32mt/es - All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-32mt/ess - All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-32mt/ess Firmware All All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-32mt/es Firmware All All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-64mr/ds - All All All
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Hardware Mitsubhishielectric Melsec Iq-fx5u-64mr/ds - All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-64mr/dss - All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-64mr/dss Firmware All All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-64mr/ds Firmware All All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-64mr/es - All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-64mr/ess - All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-64mr/ess Firmware All All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-64mr/es Firmware All All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-64mt/ds - All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-64mt/dss - All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-64mt/dss Firmware All All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-64mt/ds Firmware All All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-64mt/es - All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-64mt/ess - All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-64mt/ess Firmware All All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-64mt/es Firmware All All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-80mr/ds - All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-80mr/dss - All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-80mr/dss Firmware All All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-80mr/ds Firmware All All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-80mr/es - All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-80mr/ess - All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-80mr/ess Firmware All All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-80mr/es Firmware All All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-80mt/ds - All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-80mt/dss - All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-80mt/dss Firmware All All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-80mt/ds Firmware All All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-80mt/es - All All All

Hardware Mitsubhishielectric Melsec Iq-fx5u-80mt/ess - All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-80mt/ess Firmware All All All All

Operating System Mitsubhishielectric Melsec Iq-fx5u-80mt/es Firmware All All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-30mr/es - All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-30mr/ess - All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-30mr/ess Firmware 1.000 All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-30mr/es Firmware 1.000 All All All
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Hardware Mitsubishielectric Melsec Iq-fx5s-30mt/es - All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-30mt/ess - All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-30mt/ess Firmware 1.000 All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-30mt/es Firmware 1.000 All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-40mr/es - All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-40mr/ess - All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-40mr/ess Firmware 1.000 All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-40mr/es Firmware 1.000 All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-40mt/es - All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-40mt/ess - All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-40mt/ess Firmware 1.000 All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-40mt/es Firmware 1.000 All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-60mr/es - All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-60mr/ess - All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-60mr/ess Firmware 1.000 All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-60mr/es Firmware 1.000 All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-60mt/es - All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-60mt/ess - All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-60mt/ess Firmware 1.000 All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-60mt/es Firmware 1.000 All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-80mr/es - All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-80mr/ess - All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-80mr/ess Firmware 1.000 All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-80mr/es Firmware 1.000 All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-80mt/es - All All All

Hardware Mitsubishielectric Melsec Iq-fx5s-80mt/ess - All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-80mt/ess Firmware 1.000 All All All

Operating System Mitsubishielectric Melsec Iq-fx5s-80mt/es Firmware 1.000 All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-32mr/ds - All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-32mr/dss - All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-32mr/dss Firmware All All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-32mr/ds Firmware All All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-32mr/es - All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-32mr/ess - All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-32mr/ess Firmware All All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-32mr/es Firmware All All All All
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Operating System Mitsubishielectric Melsec Iq-fx5u-32mr/es Firmware All All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-32mt/ds - All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-32mt/dss - All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-32mt/dss Firmware All All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-32mt/ds Firmware All All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-32mt/es - All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-32mt/ess - All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-32mt/ess Firmware All All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-32mt/es Firmware All All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-64mr/ds - All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-64mr/dss - All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-64mr/dss Firmware All All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-64mr/ds Firmware All All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-64mr/es - All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-64mr/ess - All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-64mr/ess Firmware All All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-64mr/es Firmware All All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-64mt/ds - All All All

Hardware Mitsubishielectric Melsec Iq-fx5u-64mt/dss - All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-64mt/dss Firmware All All All All

Operating System Mitsubishielectric Melsec Iq-fx5u-64mt/ds Firmware All All All All
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https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2022-004_en.pdf
https://www.cve.org/CVERecord?id=CVE-2022-25162
https://nvd.nist.gov/vuln/detail/CVE-2022-25162
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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