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CVE CVE-2022-25163
State PUBLIC
Assigner Mitsubishielectric.Psirt@yd.MitsubishiElectric.co.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-02 18:15:00 UTC
Updated 2022-06-17 14:26:00 UTC
Description Improper Input Validation vulnerability in Mitsubishi Electric MELSEC-Q Series QJ71E71-100 first 5 digits of serial number '
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Mistubishi Melsec Qj71e71-100 - All All All

Hardware Mitsubishi Melsec Ig-r Rd81mes96n - All All All

Operating System Mitsubishi Melsec Ig-r Rd81mes96n Firmware All All All All

Hardware Mitsubishi Melsec Lj71e71-100 - All All All

Operating System Mitsubishi Melsec Lj71e71-100 Firmware All All All All

Operating System Mitsubishi Melsec Qj71e71-100 Firmware All All All All
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CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nve
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2022-25163/mitre
https://cve.report/CVE-2022-25163/nist
https://cve.report/CVE-2022-25163/cve_org
https://cve.report/CVE-2022-25163.pdf
http://cve.report/vendor/mistubishi
http://cve.report/software/mistubishi/melsec_qj71e71-100
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_iq-r_rd81mes96n
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_iq-r_rd81mes96n_firmware
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_lj71e71-100
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_lj71e71-100_firmware
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_qj71e71-100_firmware
https://jvn.jp/vu/JVNVU92561747/index.html
https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2022-006_en.pdf
https://www.cve.org/CVERecord?id=CVE-2022-25163
https://nvd.nist.gov/vuln/detail/CVE-2022-25163

590883 Mitsubishi Electric MELSEC-Q/L Series Ethernet Interface Module and MELSEC iQ-R Series MES Interface Module
Vulnerability (2022-006)
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