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CVE CVE-2022-25168
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-04 15:15:00 UTC
Updated 2023-06-26 11:15:00 UTC
Description Apache Hadoop's FileUtil.unTar(File, File) API does not escape the input file name before being passed to the shell. An att:
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Hadoop All All All All
Application Apache Hadoop All All All All
Application Apache Hadoop All All All All
References |
Reference Source Link Tags

CVE-2022-25168 Apache Hadoop Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

lists.apache.org/thread/mxgnb39jfrwgs3j6phwvirfg4mlox130 MISC lists.apache.org
CVE Program record CVE.ORG www.cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov canonica

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377603 Apache Hadoop Command Injection Vulnerability

730714 Apache Hadoop Command Injection Vulnerability
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