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Summary

CVE CVE-2022-25227

State PUBLIC

Assigner help@fluidattacks.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-20 12:15:00 UTC

Updated 2022-06-01 15:11:00 UTC

Description Thinfinity VNC v4.0.0.1 contains a Cross-Origin Resource Sharing (CORS) vulnerability which can allow an unprivileged remote attacker, if they can trick a user into browse malicious site, to obtain an 'ID' that can be used to send websocket requests and achieve RCE.

Risk And Classification

Problem Types: CWE-346

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cybelesoft Thinfinity Vnc 4.0.0.1 All All All

References

Reference Source Link Tags

Thinfinity VNC v4.0.0.1 - CORS Misconfiguration to RCE | Fluid Attacks MISC fluidattacks.com

Proton v0.2.0 - XSS To RCE | Fluid Attacks MISC fluidattacks.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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