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In the Linux kernel through 5.16.10, certain binary files may have the exec-all attribute if they were built in approximately 20
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Reference
linux/elf.h at 1¢33bb0507508af24fd754dd7123bd8e997fab2f - torvalds/linux - GitHub

CVE-2022-25265 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security

CVE Program record

NVD vulnerability detail

/]

GitHub - xOreaxeax/exec-prot-bypass: Bypassing Linux Executable Space Protection using 20+ years old tools.

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

160692 Oracle Enterprise Linux Security Update for kernel (ELSA-2023-2951)

241504 Red Hat Update for kernel security (RHSA-2023:2951)

241527 Red Hat Update for kernel-rt (RHSA-2023:2736)

242890 Red Hat Update for kernel (RHSA-2024:0724)

900685 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (8640)

901966 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (8641-1)

906089 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (8640-1)
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