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Summary

CVE CVE-2022-25297

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-21 08:15:00 UTC

Updated 2022-02-28 19:22:00 UTC

Description This affects the package drogonframework/drogon before 1.7.5. The unsafe handling of file names during upload using HttpFile::save() method may enable attackers to write files to arbitrary locations outside the designated target folder.

Risk And Classification

Problem Types: CWE-552

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Drogon Drogon All All All All

References

Reference Source Link

Prevent malformed upload path causing arbitrary write by Kirill89 · Pull Request #1174 · drogonframework/drogon · GitHub CONFIRM github.com

Prevent malformed upload path causing arbitrary write (#1174) · drogonframework/drogon@3c78532 · GitHub CONFIRM github.com

Arbitrary File Write in drogonframework/drogon | CVE-2022-25297 | Snyk CONFIRM snyk.io

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Snyk Security Team

There are currently no legacy QID mappings associated with this CVE.
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