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CVE CVE-2022-25319

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-18 06:15:00 UTC

Updated 2023-12-21 03:14:00 UTC

Description An issue was discovered in Cerebrate through 1.4. Endpoints could be open even when not enabled.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cerebrate-project Cerebrate All All All All
Reference

fix: [security] open endpoints should only be open when enabled - cerebrate-project/cerebrate@a263234 - GitHub

Cerebrate - Endpoints could be open when not enabled | Web Application Security Testing

CakePHP Application Cybersecurity Research - Forgotten Endpoint: Authentication bypass with /open prefix | Web Application Security Testin
CVE Program record

NVD vulnerability detail

4] H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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