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Summary

CVE CVE-2022-25329

State PUBLIC

Assigner security@trendmicro.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-24 03:15:00 UTC

Updated 2022-03-03 03:48:00 UTC

Description Trend Micro ServerProtect 6.0/5.8 Information Server uses a static credential to perform authentication when a specific command is typed in the console. An unauthenticated remote attacker with access to the Information Server could exploit this to register to the server and perform authenticated actions.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Application Trendmicro Serverprotect 5.8 All All All

Application Trendmicro Serverprotect 5.8 All All All

Application Trendmicro Serverprotect 5.8 All All All

Application Trendmicro Serverprotect For Network Appliance Filer 5.8 All All All

Application Trendmicro Serverprotect For Storage 6.0 All All All

References

Reference Source Link

Multiple Vulnerabilities in Trend Micro ServerProtect - Research Advisory | Tenable® N/A www.tenable.com

CRITICAL SECURITY BULLETIN: Multiple Vulnerabilities in Trend Micro ServerProtect - February 2022 N/A success.trendmicro.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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