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Summary

CVE CVE-2022-25334

State PUBLIC

Assigner cert@ncsc.nl

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-19 10:15:00 UTC

Updated 2023-11-07 03:44:00 UTC

Description The Texas Instruments OMAP L138 (secure variants) trusted execution environment (TEE) lacks a bounds check on the signature size field in the SK_LOAD module loading routine, present in mask ROM. A module with a sufficiently large signature field causes a stack overflow, affecting secure kernel data pages. This can be leveraged to obtain arbitrary code execution in secure supervisor context by overwriting a SHA256 function pointer in the secure kernel data area when loading a forged, unsigned SK_LOAD module encrypted with the CEK (obtainable through CVE-2022-25332). This constitutes a full break of the TEE security architecture.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ti Omap L138 - All All All

Operating System Ti Omap L138 Firmware - All All All

References

Reference Source Link Tags

tetraburst.com MISC tetraburst.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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