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Summary

CVE CVE-2022-25361

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-07 14:15:00 UTC

Updated 2022-06-14 17:53:00 UTC

Description WatchGuard Firebox and XTM appliances allow an unauthenticated remote attacker to delete arbitrary files from a limited set of directories on the system. This vulnerability impacts Fireware OS before 12.7.2_U2, 12.x before 12.1.3_U8, and 12.2.x through 12.5.x before 12.5.9_U2.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Watchguard Fireboxcloud - All All All

Hardware Watchguard Fireboxv - All All All

Hardware Watchguard Firebox M200 - All All All

Hardware Watchguard Firebox M270 - All All All

Hardware Watchguard Firebox M290 - All All All

Hardware Watchguard Firebox M300 - All All All

Hardware Watchguard Firebox M370 - All All All

Hardware Watchguard Firebox M390 - All All All

Hardware Watchguard Firebox M400 - All All All

Hardware Watchguard Firebox M440 - All All All

Hardware Watchguard Firebox M470 - All All All

Hardware Watchguard Firebox M4800 - All All All

Hardware Watchguard Firebox M500 - All All All

Hardware Watchguard Firebox M570 - All All All

Hardware Watchguard Firebox M5800 - All All All

Hardware Watchguard Firebox M590 - All All All

Hardware Watchguard Firebox M670 - All All All
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Hardware Watchguard Firebox M670 - All All All

Hardware Watchguard Firebox M690 - All All All

Hardware Watchguard Firebox T10 - All All All

Hardware Watchguard Firebox T10-d - All All All

Hardware Watchguard Firebox T10-w - All All All

Hardware Watchguard Firebox T15 - All All All

Hardware Watchguard Firebox T15-w - All All All

Hardware Watchguard Firebox T20 - All All All

Hardware Watchguard Firebox T20-w - All All All

Hardware Watchguard Firebox T30 - All All All

Hardware Watchguard Firebox T30-w - All All All

Hardware Watchguard Firebox T35 - All All All

Hardware Watchguard Firebox T35-r - All All All

Hardware Watchguard Firebox T35-w - All All All

Hardware Watchguard Firebox T40 - All All All

Hardware Watchguard Firebox T40-w - All All All

Hardware Watchguard Firebox T50 - All All All

Hardware Watchguard Firebox T50-w - All All All

Hardware Watchguard Firebox T55 - All All All

Hardware Watchguard Firebox T55-w - All All All

Hardware Watchguard Firebox T70 - All All All

Hardware Watchguard Firebox T80 - All All All

Hardware Watchguard Firebox Xtm1520-rp - All All All

Hardware Watchguard Firebox Xtm1525-rp - All All All

Hardware Watchguard Firebox Xtm2520 - All All All

Hardware Watchguard Firebox Xtm850 - All All All

Hardware Watchguard Firebox Xtm860 - All All All

Hardware Watchguard Firebox Xtm870 - All All All

Hardware Watchguard Firebox Xtm870-f - All All All

Operating System Watchguard Fireware All All All All

Operating System Watchguard Fireware 12.1.3 - All All

Operating System Watchguard Fireware 12.1.3 u1 All All

Operating System Watchguard Fireware 12.1.3 u2 All All

Operating System Watchguard Fireware 12.1.3 u3 All All

Operating System Watchguard Fireware 12.1.3 u4 All All

Operating System Watchguard Fireware 12.1.3 u5 All All
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Operating System Watchguard Fireware 12.1.3 u6 All All

Operating System Watchguard Fireware 12.1.3 u7 All All

Operating System Watchguard Fireware 12.5.9 - All All

Operating System Watchguard Fireware 12.5.9 u1 All All

Operating System Watchguard Fireware 12.7.2 - All All

Operating System Watchguard Fireware 12.7.2 u1 All All

Hardware Watchguard Xtmv - All All All

References

Reference Source Link Tags

Firebox Unauthenticated Arbitrary FIle Delete Vulnerability | WatchGuard Technologies MISC www.watchguard.com

WatchGuard Technologies | Network Security, Secure Wi-Fi, MFA, and Endpoint Security Solutions MISC watchguard.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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