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Summary

CVE CVE-2022-25366

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-19 03:15:00 UTC

Updated 2023-11-07 03:44:00 UTC

Description Cryptomator through 1.6.5 allows DYLIB injection because, although it has the flag 0x1000 for Hardened Runtime, it has the com.apple.security.cs.disable-library-validation and com.apple.security.cs.allow-dyld-environment-variables entitlements. An attacker can exploit this by creating a malicious .dylib file that can be executed via the DYLD_INSERT_LIBRARIES environment variable.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cryptomator Cryptomator All All All All

References

Reference Source Link Tags

Cryptomator 1.6.5 Dylib Injection | by AppleBois | Feb, 2022 | Medium MISC medium.com

Cryptomator - Free Cloud Encryption for Dropbox & Co MISC cryptomator.org

Cryptomator 1.6.5 Dylib Injection | by AppleBois | Medium medium.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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