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Summary

CVE CVE-2022-25370

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-02 07:15:00 UTC

Updated 2022-09-07 20:46:00 UTC

Description Apache OFBiz uses the Birt plugin (https://eclipse.github.io/birt-website/) to create data visualizations and reports. In Apache OFBiz release 18.12.05, and earlier versions, by leveraging a vulnerability in Birt (https://bugs.eclipse.org/bugs/show_bug.cgi?id=538142), an unauthenticated malicious user could perform a stored XSS attack in order to inject a malicious payload and execute it using the stored XSS.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Ofbiz All All All All

References

Reference Source Link Tags

N/A CONFIRM lists.apache.org

oss-security - Re: Apache OFBiz - Unauth Path Traversal with file corruption (CVE-2022-25371) MLIST www.openwall.com

oss-security - Apache OFBiz - Unauth Stored XSS (CVE-2022-25370) MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Nikita Podotykin from Positive Technologies <npodotykin@ptsecurity.com>

LEGACY: Positive Technologies zeroday <zeroday@ptsecurity.com>

There are currently no legacy QID mappings associated with this CVE.
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