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Summary

CVE CVE-2022-2553

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-28 15:15:00 UTC

Updated 2023-11-07 03:46:00 UTC

Description The authfile directive in the booth config file is ignored, preventing use of authentication in communications from node to node. As a result, nodes that do not have the correct authentication key are not prevented from communicating with other nodes in the cluster.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clusterlabs Booth All All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

References

Reference Source Link

[SECURITY] Fedora 35 Update: booth-1.0-251.4.bfb2f92.git.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 36 Update: booth-1.0-262.3.d0ac26c.git.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: booth-1.0-251.4.bfb2f92.git.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Debian -- Security Information -- DSA-5194-1 booth DEBIAN www.debian.org

[SECURITY] Fedora 36 Update: booth-1.0-262.3.d0ac26c.git.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

cve-website MISC www.cve.org

Revert "Refactor: main: substitute is_auth_req macro" · ClusterLabs/booth@35bf0b7 · GitHub MISC github.com
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No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

180903 Debian Security Update for booth (DSA 5194-1)

183290 Debian Security Update for booth (CVE-2022-2553)

198900 Ubuntu Security Notification for Booth Vulnerability (USN-5556-1)

240642 Red Hat Update for booth (RHSA-2022:6250)

240657 Red Hat Update for booth (RHSA-2022:6439)

240685 Red Hat Update for booth (RHSA-2022:6580)

283188 Fedora Security Update for booth (FEDORA-2022-e0a87993b8)

283189 Fedora Security Update for booth (FEDORA-2022-6744980220)

354848 Amazon Linux Security Advisory for booth : ALAS2-2023-2009

753131 SUSE Enterprise Linux Security Update for booth (SUSE-SU-2022:2609-1)

753161 SUSE Enterprise Linux Security Update for booth (SUSE-SU-2022:2606-1)

753183 SUSE Enterprise Linux Security Update for booth (SUSE-SU-2022:2608-1)

753391 SUSE Enterprise Linux Security Update for booth (SUSE-SU-2022:2607-1)

907276 Common Base Linux Mariner (CBL-Mariner) Security Update for booth (25645-1)

940662 AlmaLinux Security Update for booth (ALSA-2022:6439)

940685 AlmaLinux Security Update for booth (ALSA-2022:6580)

960286 Rocky Linux Security Update for booth (RLSA-2022:6439)
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