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Summary

CVE CVE-2022-25600

State PUBLIC

Assigner audit@patchstack.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-11 18:15:00 UTC

Updated 2023-11-07 03:44:00 UTC

Description Cross-Site Request Forgery (CSRF) vulnerability affecting Delete Marker Category, Delete Map, and Copy Map functions in WP Google Map plugin (versions <= 4.2.3).

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Flippercode Wp Google Map All All All All

Application Flippercode Wp Google Map All All All All

References

Reference Source Link

[SECURITY] Fedora 34 Update: wordpress-5.8.4-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: wordpress-5.9.2-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

WordPress WP Google Map plugin <= 4.2.3 - Cross-Site Request Forgery (CSRF) vulnerability - Patchstack CONFIRM patchstack.com

[SECURITY] Fedora 35 Update: wordpress-5.9.2-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

WP Google Map Plugin – WordPress plugin | WordPress.org CONFIRM wordpress.org

[SECURITY] Fedora 36 Update: wordpress-5.9.2-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 34 Update: wordpress-5.8.4-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: wordpress-5.9.2-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Vulnerability discovered by Ex.Mi (Patchstack).

Legacy QID Mappings
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282494 Fedora Security Update for wordpress (FEDORA-2022-956b6078fb)

282495 Fedora Security Update for wordpress (FEDORA-2022-4b3079c1be)
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