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Summary

CVE CVE-2022-25610

State PUBLIC

Assigner audit@patchstack.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-25 19:15:00 UTC

Updated 2022-12-02 19:29:00 UTC

Description Unauthenticated Stored Cross-Site Scripting (XSS) in Simple Ajax Chat <= 20220115 allows an attacker to store the malicious code. However, the attack requires specific conditions, making it hard to exploit.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Plugin-planet Simple Ajax Chat All All All All

Application Simpleajaxchat Project Simple Ajax Chat All All All All

References

Reference Source

WordPress Simple Ajax Chat plugin <= 20220115 - Unauthenticated Stored Cross-Site Scripting (XSS) vulnerability - Patchstack CONFIRM

Simple Ajax Chat – WordPress plugin | WordPress.org CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

LEGACY: Vulnerability discovered by Philippe Dourassov (Patchstack Alliance)

There are currently no legacy QID mappings associated with this CVE.
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