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Summary

CVE CVE-2022-25634

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-02 15:15:00 UTC

Updated 2022-03-09 19:14:00 UTC

Description Qt through 5.15.8 and 6.x through 6.2.3 can load system library files from an unintended working directory.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qt Qt All All All All

Application Qt Qt All All All All

References

Reference Source Link Tags

download.qt.io/official_releases/qt/6.2/CVE-2022-25643-6.2.diff CONFIRM download.qt.io

codereview.qt-project.org/c/qt/qtbase/+/396440 CONFIRM codereview.qt-project.org

codereview.qt-project.org/c/qt/tqtc-qtbase/+/396690 CONFIRM codereview.qt-project.org

download.qt.io/official_releases/qt/5.15/CVE-2022-25643-5.15.diff CONFIRM download.qt.io

codereview.qt-project.org/c/qt/qtbase/+/396689 CONFIRM codereview.qt-project.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

356148 Amazon Linux Security Advisory for qt5-qtbase : ALAS2-2023-2252

900728 Common Base Linux Mariner (CBL-Mariner) Security Update for qt5-qtsvg (8869)

https://cve.report/
https://cve.report/CVE-2022-25634/mitre
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https://cve.report/CVE-2022-25634.pdf
http://cve.report/vendor/qt
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http://cve.report/vendor/qt
http://cve.report/software/qt/qt
https://download.qt.io/official_releases/qt/6.2/CVE-2022-25643-6.2.diff
https://codereview.qt-project.org/c/qt/qtbase/+/396440
https://codereview.qt-project.org/c/qt/tqtc-qtbase/+/396690
https://download.qt.io/official_releases/qt/5.15/CVE-2022-25643-5.15.diff
https://codereview.qt-project.org/c/qt/qtbase/+/396689
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http://cve.report/qid/356148
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900728 Common Base Linux Mariner (CBL-Mariner) Security Update for qt5-qtsvg (8869)

901959 Common Base Linux Mariner (CBL-Mariner) Security Update for qt5-qtsvg (8871-1)

906163 Common Base Linux Mariner (CBL-Mariner) Security Update for qt5-qtsvg (8869-1)

906414 Common Base Linux Mariner (CBL-Mariner) Security Update for qt5-qtsvg (8871-2)

http://cve.report/qid/900728
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