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Summary

CVE CVE-2022-25644

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-29 05:15:00 UTC

Updated 2023-08-08 14:21:00 UTC

Description All versions of package @pendo324/get-process-by-name are vulnerable to Arbitrary Code Execution due to improper sanitization of getProcessByName function.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Get-process-by-name Project Get-process-by-name All All All All

References

Reference Source

N/A CONFIRM

Arbitrary Code Execution in @pendo324/get-process-by-name | CVE-2022-25644 | Snyk CONFIRM

get-process-by-name-js/index.js at 34e8a279a94fa23acb13e302e9516ab1ea8d8731 · pendo324/get-process-by-name-js · GitHub MITRE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

LEGACY: Feng Xiao

LEGACY: Zhongfu Su

There are currently no legacy QID mappings associated with this CVE.
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