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Summary

CVE CVE-2022-25664

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-19 11:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description Information disclosure due to exposure of information while GPU reads the data in Snapdragon Auto, Snapdragon Compute, Snapdragon Connectivity, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile, Snapdragon Wearables

Risk And Classification

Problem Types: CWE-459

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Apq8009 - All All All

Operating System Qualcomm Apq8009 Firmware - All All All

Hardware Qualcomm Apq8052 - All All All

Operating System Qualcomm Apq8052 Firmware - All All All

Hardware Qualcomm Apq8053 - All All All

Operating System Qualcomm Apq8053 Firmware - All All All

Hardware Qualcomm Apq8056 - All All All

Operating System Qualcomm Apq8056 Firmware - All All All

Hardware Qualcomm Apq8076 - All All All

Operating System Qualcomm Apq8076 Firmware - All All All

Hardware Qualcomm Apq8096au - All All All

Operating System Qualcomm Apq8096au Firmware - All All All

Hardware Qualcomm Aqt1000 - All All All

Operating System Qualcomm Aqt1000 Firmware - All All All

Hardware Qualcomm Mdm9150 - All All All

Operating System Qualcomm Mdm9150 Firmware - All All All

Hardware Qualcomm Mdm9650 - All All All
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Hardware Qualcomm Mdm9650 - All All All

Operating System Qualcomm Mdm9650 Firmware - All All All

Hardware Qualcomm Msm8108 - All All All

Operating System Qualcomm Msm8108 Firmware - All All All

Hardware Qualcomm Msm8208 - All All All

Operating System Qualcomm Msm8208 Firmware - All All All

Hardware Qualcomm Msm8209 - All All All

Operating System Qualcomm Msm8209 Firmware - All All All

Hardware Qualcomm Msm8608 - All All All

Operating System Qualcomm Msm8608 Firmware - All All All

Hardware Qualcomm Msm8952 - All All All

Operating System Qualcomm Msm8952 Firmware - All All All

Hardware Qualcomm Msm8953 - All All All

Operating System Qualcomm Msm8953 Firmware - All All All

Hardware Qualcomm Msm8956 - All All All

Operating System Qualcomm Msm8956 Firmware - All All All

Hardware Qualcomm Msm8976 - All All All

Hardware Qualcomm Msm8976sg - All All All

Operating System Qualcomm Msm8976sg Firmware - All All All

Operating System Qualcomm Msm8976 Firmware - All All All

Hardware Qualcomm Msm8996au - All All All

Operating System Qualcomm Msm8996au Firmware - All All All

Hardware Qualcomm Qam8295p - All All All

Operating System Qualcomm Qam8295p Firmware - All All All

Hardware Qualcomm Qca6174a - All All All

Operating System Qualcomm Qca6174a Firmware - All All All

Hardware Qualcomm Qca6310 - All All All

Operating System Qualcomm Qca6310 Firmware - All All All

Hardware Qualcomm Qca6320 - All All All

Operating System Qualcomm Qca6320 Firmware - All All All

Hardware Qualcomm Qca6335 - All All All

Operating System Qualcomm Qca6335 Firmware - All All All

Hardware Qualcomm Qca6390 - All All All

Operating System Qualcomm Qca6390 Firmware - All All All

Hardware Qualcomm Qca6391 - All All All

Operating System Qualcomm Qca6391 Firmware - All All All

http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9650_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8108
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8108_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8208
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8208_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8209
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8209_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8608
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8608_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8952
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8952_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8953
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8953_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8956
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8956_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8976
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8976sg
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8976sg_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8976_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8996au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8996au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8295p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8295p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6174a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6174a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6310
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6310_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6320
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6320_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6335
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6335_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6390
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6390_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6391
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6391_firmware


Hardware Qualcomm Qca6420 - All All All

Operating System Qualcomm Qca6420 Firmware - All All All

Hardware Qualcomm Qca6421 - All All All

Operating System Qualcomm Qca6421 Firmware - All All All

Hardware Qualcomm Qca6426 - All All All

Operating System Qualcomm Qca6426 Firmware - All All All

Hardware Qualcomm Qca6430 - All All All

Operating System Qualcomm Qca6430 Firmware - All All All

Hardware Qualcomm Qca6431 - All All All

Operating System Qualcomm Qca6431 Firmware - All All All

Hardware Qualcomm Qca6436 - All All All

Operating System Qualcomm Qca6436 Firmware - All All All

Hardware Qualcomm Qca6564 - All All All

Hardware Qualcomm Qca6564a - All All All

Hardware Qualcomm Qca6564au - All All All

Operating System Qualcomm Qca6564au Firmware - All All All

Operating System Qualcomm Qca6564a Firmware - All All All

Operating System Qualcomm Qca6564 Firmware - All All All

Hardware Qualcomm Qca6574 - All All All

Hardware Qualcomm Qca6574a - All All All

Hardware Qualcomm Qca6574au - All All All

Operating System Qualcomm Qca6574au Firmware - All All All

Operating System Qualcomm Qca6574a Firmware - All All All

Operating System Qualcomm Qca6574 Firmware - All All All

Hardware Qualcomm Qca6595au - All All All

Operating System Qualcomm Qca6595au Firmware - All All All

Hardware Qualcomm Qca6696 - All All All

Operating System Qualcomm Qca6696 Firmware - All All All

Hardware Qualcomm Qca8337 - All All All

Operating System Qualcomm Qca8337 Firmware - All All All

Hardware Qualcomm Qcc5100 - All All All

Operating System Qualcomm Qcc5100 Firmware - All All All

Hardware Qualcomm Qcm6125 - All All All

Operating System Qualcomm Qcm6125 Firmware - All All All

Hardware Qualcomm Qcs410 - All All All

Operating System Qualcomm Qcs410 Firmware - All All All
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Operating System Qualcomm Qcs410 Firmware - All All All

Hardware Qualcomm Qcs605 - All All All

Operating System Qualcomm Qcs605 Firmware - All All All

Hardware Qualcomm Qcs610 - All All All

Operating System Qualcomm Qcs610 Firmware - All All All

Hardware Qualcomm Qcs6125 - All All All

Operating System Qualcomm Qcs6125 Firmware - All All All

Hardware Qualcomm Qcs8155 - All All All

Operating System Qualcomm Qcs8155 Firmware - All All All

Hardware Qualcomm Qsm8250 - All All All

Operating System Qualcomm Qsm8250 Firmware - All All All

Hardware Qualcomm Qualcomm215 - All All All

Operating System Qualcomm Qualcomm215 Firmware - All All All

Hardware Qualcomm Sa6145p - All All All

Operating System Qualcomm Sa6145p Firmware - All All All

Hardware Qualcomm Sa6150p - All All All

Operating System Qualcomm Sa6150p Firmware - All All All

Hardware Qualcomm Sa6155 - All All All

Hardware Qualcomm Sa6155p - All All All

Operating System Qualcomm Sa6155p Firmware - All All All

Operating System Qualcomm Sa6155 Firmware - All All All

Hardware Qualcomm Sa8145p - All All All

Operating System Qualcomm Sa8145p Firmware - All All All

Hardware Qualcomm Sa8150p - All All All

Operating System Qualcomm Sa8150p Firmware - All All All

Hardware Qualcomm Sa8155 - All All All

Hardware Qualcomm Sa8155p - All All All

Operating System Qualcomm Sa8155p Firmware - All All All

Operating System Qualcomm Sa8155 Firmware - All All All

Hardware Qualcomm Sa8195p - All All All

Operating System Qualcomm Sa8195p Firmware - All All All

Hardware Qualcomm Sa8295p - All All All

Operating System Qualcomm Sa8295p Firmware - All All All

Hardware Qualcomm Sd205 - All All All

Operating System Qualcomm Sd205 Firmware - All All All

Hardware Qualcomm Sd210 - All All All
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Operating System Qualcomm Sd210 Firmware - All All All

Hardware Qualcomm Sd429 - All All All

Operating System Qualcomm Sd429 Firmware - All All All

Hardware Qualcomm Sd660 - All All All

Operating System Qualcomm Sd660 Firmware - All All All

Hardware Qualcomm Sd820 - All All All

Operating System Qualcomm Sd820 Firmware - All All All

Hardware Qualcomm Sd821 - All All All

Operating System Qualcomm Sd821 Firmware - All All All

Hardware Qualcomm Sd835 - All All All

Operating System Qualcomm Sd835 Firmware - All All All

Hardware Qualcomm Sd845 - All All All

Operating System Qualcomm Sd845 Firmware - All All All

Hardware Qualcomm Sd855 - All All All

Operating System Qualcomm Sd855 Firmware - All All All

Hardware Qualcomm Sd865 5g - All All All

Operating System Qualcomm Sd865 5g Firmware - All All All

Hardware Qualcomm Sd870 - All All All

Operating System Qualcomm Sd870 Firmware - All All All

Hardware Qualcomm Sd888 5g - All All All

Operating System Qualcomm Sd888 5g Firmware - All All All

Hardware Qualcomm Sda429w - All All All

Operating System Qualcomm Sda429w Firmware - All All All

Hardware Qualcomm Sdm429w - All All All

Operating System Qualcomm Sdm429w Firmware - All All All

Hardware Qualcomm Sdx50m - All All All

Operating System Qualcomm Sdx50m Firmware - All All All

Hardware Qualcomm Sdx55 - All All All

Hardware Qualcomm Sdx55m - All All All

Operating System Qualcomm Sdx55m Firmware - All All All

Operating System Qualcomm Sdx55 Firmware - All All All

Hardware Qualcomm Sdxr1 - All All All

Operating System Qualcomm Sdxr1 Firmware - All All All

Hardware Qualcomm Sdxr2 5g - All All All

Operating System Qualcomm Sdxr2 5g Firmware - All All All
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Hardware Qualcomm Sd 8 Gen1 5g - All All All

Operating System Qualcomm Sd 8 Gen1 5g Firmware - All All All

Hardware Qualcomm Sm8475 - All All All

Hardware Qualcomm Sw5100 - All All All

Hardware Qualcomm Sw5100p - All All All

Operating System Qualcomm Sw5100p Firmware - All All All

Operating System Qualcomm Sw5100 Firmware - All All All

Hardware Qualcomm Wcd9326 - All All All

Operating System Qualcomm Wcd9326 Firmware - All All All

Hardware Qualcomm Wcd9335 - All All All

Operating System Qualcomm Wcd9335 Firmware - All All All

Hardware Qualcomm Wcd9340 - All All All

Operating System Qualcomm Wcd9340 Firmware - All All All

Hardware Qualcomm Wcd9341 - All All All

Operating System Qualcomm Wcd9341 Firmware - All All All

Hardware Qualcomm Wcd9370 - All All All

Operating System Qualcomm Wcd9370 Firmware - All All All

Hardware Qualcomm Wcd9380 - All All All

Operating System Qualcomm Wcd9380 Firmware - All All All

Hardware Qualcomm Wcd9385 - All All All

Operating System Qualcomm Wcd9385 Firmware - All All All

Hardware Qualcomm Wcn3610 - All All All

Operating System Qualcomm Wcn3610 Firmware - All All All

Hardware Qualcomm Wcn3615 - All All All

Operating System Qualcomm Wcn3615 Firmware - All All All

Hardware Qualcomm Wcn3620 - All All All

Operating System Qualcomm Wcn3620 Firmware - All All All

Hardware Qualcomm Wcn3660b - All All All

Operating System Qualcomm Wcn3660b Firmware - All All All

Hardware Qualcomm Wcn3680 - All All All

Hardware Qualcomm Wcn3680b - All All All
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