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Summary

CVE CVE-2022-25719

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-19 11:15:00 UTC

Updated 2022-10-21 13:12:00 UTC

Description Information disclosure in WLAN due to improper length check while processing authentication handshake in Snapdragon Auto, Snapdragon Connectivity, Snapdragon Consumer Electronics Connectivity, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon IoT, Snapdragon Mobile, Snapdragon Voice & Music, Snapdragon Wearables, Snapdragon Wired Infrastructure and Networking

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Apq8009 - All All All

Hardware Qualcomm Apq8009w - All All All

Operating System Qualcomm Apq8009w Firmware - All All All

Operating System Qualcomm Apq8009 Firmware - All All All

Hardware Qualcomm Apq8016 - All All All

Operating System Qualcomm Apq8016 Firmware - All All All

Hardware Qualcomm Apq8017 - All All All

Operating System Qualcomm Apq8017 Firmware - All All All

Hardware Qualcomm Apq8037 - All All All

Operating System Qualcomm Apq8037 Firmware - All All All

Hardware Qualcomm Apq8052 - All All All

Operating System Qualcomm Apq8052 Firmware - All All All

Hardware Qualcomm Apq8053 - All All All

Operating System Qualcomm Apq8053 Firmware - All All All

Hardware Qualcomm Apq8056 - All All All

Operating System Qualcomm Apq8056 Firmware - All All All

Hardware Qualcomm Apq8076 - All All All
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Hardware Qualcomm Apq8076 - All All All

Operating System Qualcomm Apq8076 Firmware - All All All

Hardware Qualcomm Apq8084 - All All All

Operating System Qualcomm Apq8084 Firmware - All All All

Hardware Qualcomm Ar8031 - All All All

Operating System Qualcomm Ar8031 Firmware - All All All

Hardware Qualcomm Csr8811 - All All All

Operating System Qualcomm Csr8811 Firmware - All All All

Hardware Qualcomm Csra6620 - All All All

Operating System Qualcomm Csra6620 Firmware - All All All

Hardware Qualcomm Csra6640 - All All All

Operating System Qualcomm Csra6640 Firmware - All All All

Hardware Qualcomm Ipq5010 - All All All

Operating System Qualcomm Ipq5010 Firmware - All All All

Hardware Qualcomm Ipq5018 - All All All

Operating System Qualcomm Ipq5018 Firmware - All All All

Hardware Qualcomm Ipq5028 - All All All

Operating System Qualcomm Ipq5028 Firmware - All All All

Hardware Qualcomm Ipq6000 - All All All

Operating System Qualcomm Ipq6000 Firmware - All All All

Hardware Qualcomm Ipq6010 - All All All

Operating System Qualcomm Ipq6010 Firmware - All All All

Hardware Qualcomm Ipq6018 - All All All

Operating System Qualcomm Ipq6018 Firmware - All All All

Hardware Qualcomm Ipq6028 - All All All

Operating System Qualcomm Ipq6028 Firmware - All All All

Hardware Qualcomm Ipq8070a - All All All

Operating System Qualcomm Ipq8070a Firmware - All All All

Hardware Qualcomm Ipq8071a - All All All

Operating System Qualcomm Ipq8071a Firmware - All All All

Hardware Qualcomm Ipq8072a - All All All

Operating System Qualcomm Ipq8072a Firmware - All All All

Hardware Qualcomm Ipq8074a - All All All

Operating System Qualcomm Ipq8074a Firmware - All All All

Hardware Qualcomm Ipq8076 - All All All

Hardware Qualcomm Ipq8076a - All All All
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Operating System Qualcomm Ipq8076a Firmware - All All All

Operating System Qualcomm Ipq8076 Firmware - All All All

Hardware Qualcomm Ipq8078 - All All All

Hardware Qualcomm Ipq8078a - All All All

Operating System Qualcomm Ipq8078a Firmware - All All All

Operating System Qualcomm Ipq8078 Firmware - All All All

Hardware Qualcomm Ipq8173 - All All All

Operating System Qualcomm Ipq8173 Firmware - All All All

Hardware Qualcomm Ipq8174 - All All All

Operating System Qualcomm Ipq8174 Firmware - All All All

Hardware Qualcomm Mdm9205 - All All All

Operating System Qualcomm Mdm9205 Firmware - All All All

Hardware Qualcomm Mdm9225 - All All All

Hardware Qualcomm Mdm9225m - All All All

Operating System Qualcomm Mdm9225m Firmware - All All All

Operating System Qualcomm Mdm9225 Firmware - All All All

Hardware Qualcomm Mdm9230 - All All All

Operating System Qualcomm Mdm9230 Firmware - All All All

Hardware Qualcomm Mdm9235m - All All All

Operating System Qualcomm Mdm9235m Firmware - All All All

Hardware Qualcomm Mdm9330 - All All All

Operating System Qualcomm Mdm9330 Firmware - All All All

Hardware Qualcomm Mdm9625 - All All All

Hardware Qualcomm Mdm9625m - All All All

Operating System Qualcomm Mdm9625m Firmware - All All All

Operating System Qualcomm Mdm9625 Firmware - All All All

Hardware Qualcomm Mdm9630 - All All All

Operating System Qualcomm Mdm9630 Firmware - All All All

Hardware Qualcomm Mdm9635m - All All All

Operating System Qualcomm Mdm9635m Firmware - All All All

Hardware Qualcomm Msm8108 - All All All

Operating System Qualcomm Msm8108 Firmware - All All All

Hardware Qualcomm Msm8208 - All All All

Operating System Qualcomm Msm8208 Firmware - All All All

Hardware Qualcomm Msm8209 - All All All

Operating System Qualcomm Msm8209 Firmware - All All All
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Operating System Qualcomm Msm8209 Firmware - All All All

Hardware Qualcomm Msm8608 - All All All

Operating System Qualcomm Msm8608 Firmware - All All All

Hardware Qualcomm Msm8909w - All All All

Operating System Qualcomm Msm8909w Firmware - All All All

Hardware Qualcomm Msm8917 - All All All

Operating System Qualcomm Msm8917 Firmware - All All All

Hardware Qualcomm Msm8920 - All All All

Operating System Qualcomm Msm8920 Firmware - All All All

Hardware Qualcomm Msm8937 - All All All

Operating System Qualcomm Msm8937 Firmware - All All All

Hardware Qualcomm Msm8940 - All All All

Operating System Qualcomm Msm8940 Firmware - All All All

Hardware Qualcomm Msm8952 - All All All

Operating System Qualcomm Msm8952 Firmware - All All All

Hardware Qualcomm Msm8953 - All All All

Operating System Qualcomm Msm8953 Firmware - All All All

Hardware Qualcomm Msm8956 - All All All

Operating System Qualcomm Msm8956 Firmware - All All All

Hardware Qualcomm Msm8976 - All All All

Hardware Qualcomm Msm8976sg - All All All

Operating System Qualcomm Msm8976sg Firmware - All All All

Operating System Qualcomm Msm8976 Firmware - All All All

Hardware Qualcomm Pm8937 - All All All

Operating System Qualcomm Pm8937 Firmware - All All All

Hardware Qualcomm Qca1990 - All All All

Operating System Qualcomm Qca1990 Firmware - All All All

Hardware Qualcomm Qca4004 - All All All

Operating System Qualcomm Qca4004 Firmware - All All All

Hardware Qualcomm Qca4010 - All All All

Operating System Qualcomm Qca4010 Firmware - All All All

Hardware Qualcomm Qca4020 - All All All

Operating System Qualcomm Qca4020 Firmware - All All All

Hardware Qualcomm Qca4024 - All All All

Operating System Qualcomm Qca4024 Firmware - All All All

Hardware Qualcomm Qca6164 - All All All
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Operating System Qualcomm Qca6164 Firmware - All All All

Hardware Qualcomm Qca6174 - All All All

Hardware Qualcomm Qca6174a - All All All

Operating System Qualcomm Qca6174a Firmware - All All All

Operating System Qualcomm Qca6174 Firmware - All All All

Hardware Qualcomm Qca8075 - All All All

Operating System Qualcomm Qca8075 Firmware - All All All

Hardware Qualcomm Qca8081 - All All All

Operating System Qualcomm Qca8081 Firmware - All All All

Hardware Qualcomm Qca9377 - All All All

Operating System Qualcomm Qca9377 Firmware - All All All

Hardware Qualcomm Qca9379 - All All All

Operating System Qualcomm Qca9379 Firmware - All All All

Hardware Qualcomm Qca9888 - All All All

Operating System Qualcomm Qca9888 Firmware - All All All

Hardware Qualcomm Qca9889 - All All All

Operating System Qualcomm Qca9889 Firmware - All All All

Hardware Qualcomm Qcn5022 - All All All

Operating System Qualcomm Qcn5022 Firmware - All All All

Hardware Qualcomm Qcn5024 - All All All

Operating System Qualcomm Qcn5024 Firmware - All All All

Hardware Qualcomm Qcn5052 - All All All

Operating System Qualcomm Qcn5052 Firmware - All All All

Hardware Qualcomm Qcn5122 - All All All

Operating System Qualcomm Qcn5122 Firmware - All All All

Hardware Qualcomm Qcn5124 - All All All

Operating System Qualcomm Qcn5124 Firmware - All All All

Hardware Qualcomm Qcn5152 - All All All

Operating System Qualcomm Qcn5152 Firmware - All All All

Hardware Qualcomm Qcn5154 - All All All

Operating System Qualcomm Qcn5154 Firmware - All All All

Hardware Qualcomm Qcn5164 - All All All

Operating System Qualcomm Qcn5164 Firmware - All All All

Hardware Qualcomm Qcn6023 - All All All

Operating System Qualcomm Qcn6023 Firmware - All All All
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Hardware Qualcomm Qcn6024 - All All All

Operating System Qualcomm Qcn6024 Firmware - All All All

Hardware Qualcomm Qcn6122 - All All All

Operating System Qualcomm Qcn6122 Firmware - All All All

Hardware Qualcomm Qcn6132 - All All All

Operating System Qualcomm Qcn6132 Firmware - All All All

Hardware Qualcomm Qcn9000 - All All All

Operating System Qualcomm Qcn9000 Firmware - All All All

Hardware Qualcomm Qcn9022 - All All All

Operating System Qualcomm Qcn9022 Firmware - All All All

Hardware Qualcomm Qcn9024 - All All All

Operating System Qualcomm Qcn9024 Firmware - All All All

Hardware Qualcomm Qcn9070 - All All All

Operating System Qualcomm Qcn9070 Firmware - All All All

Hardware Qualcomm Qcn9072 - All All All

Operating System Qualcomm Qcn9072 Firmware - All All All

Hardware Qualcomm Qcn9074 - All All All

Operating System Qualcomm Qcn9074 Firmware - All All All

Hardware Qualcomm Qcn9100 - All All All

Operating System Qualcomm Qcn9100 Firmware - All All All

Hardware Qualcomm Qcs405 - All All All

Operating System Qualcomm Qcs405 Firmware - All All All

Hardware Qualcomm Qet4101 - All All All

Operating System Qualcomm Qet4101 Firmware - All All All

Hardware Qualcomm Qsw8573 - All All All
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