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Summary

CVE CVE-2022-25765

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-09 05:15:00 UTC

Updated 2023-11-07 03:44:00 UTC

Description The package pdfkit from 0.0.0 are vulnerable to Command Injection where the URL is not properly sanitized.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

Application Pdfkit Project Pdfkit All All All All

References

Reference Source Link

Command Injection in pdfkit | CVE-2022-25765 | Snyk CONFIRM security.snyk.io

[SECURITY] Fedora 36 Update: rubygem-pdfkit-0.8.7-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 37 Update: rubygem-pdfkit-0.8.7.2-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

pdfkit 0.8.7.2 Command Injection ≈ Packet Storm MISC packetstormsecurity.com

[SECURITY] Fedora 35 Update: rubygem-pdfkit-0.8.7-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

N/A CONFIRM github.com

[SECURITY] Fedora 35 Update: rubygem-pdfkit-0.8.7-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

N/A CONFIRM github.com

[SECURITY] Fedora 37 Update: rubygem-pdfkit-0.8.7.2-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: rubygem-pdfkit-0.8.7-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

pdfkit/pdfkit.rb at 46cdf53ec540da1a1a2e4da979e3e5fe2f92a257 · pdfkit/pdfkit · GitHub MITRE github.com
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pdfkit/pdfkit.rb at 46cdf53ec540da1a1a2e4da979e3e5fe2f92a257 · pdfkit/pdfkit · GitHub MITRE github.com

pdfkit/source.rb at master · pdfkit/pdfkit · GitHub MITRE github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Benoit Côté-Jodoin

Legacy QID Mappings
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

283197 Fedora Security Update for rubygem (FEDORA-2022-6da143f1a2)

283198 Fedora Security Update for rubygem (FEDORA-2022-3ec8272e72)

283466 Fedora Security Update for rubygem (FEDORA-2022-c0d55cd527)
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