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CVE CVE-2022-25765

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-09 05:15:00 UTC

Updated 2023-11-07 03:44:00 UTC

Description The package pdfkit from 0.0.0 are vulnerable to Command Injection where the URL is not properly sanitized.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 35 All All All
Operating System Fedoraproject Fedora 36 All All All
Operating System Fedoraproject Fedora 37 All All All
Application Pdfkit Project Pdfkit All All All All
References |
Reference Source Link
Command Injection in pdfkit | CVE-2022-25765 | Snyk CONFIRM  security.snyk.io

[SECURITY] Fedora 36 Update: rubygem-pdfkit-0.8.7-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.ol

[SECURITY] Fedora 37 Update: rubygem-pdfkit-0.8.7.2-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.ol

pdfkit 0.8.7.2 Command Injection =~ Packet Storm MISC packetstormsecurity
[SECURITY] Fedora 35 Update: rubygem-pdfkit-0.8.7-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.ol
N/A CONFIRM  github.com

[SECURITY] Fedora 35 Update: rubygem-pdfkit-0.8.7-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.ol

N/A CONFIRM  github.com
[SECURITY] Fedora 37 Update: rubygem-pdfkit-0.8.7.2-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.ol
[SECURITY] Fedora 36 Update: rubygem-pdfkit-0.8.7-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.ol
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https://cve.report/CVE-2022-25765.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/pdfkit_project
http://cve.report/software/pdfkit_project/pdfkit
https://security.snyk.io/vuln/SNYK-RUBY-PDFKIT-2869795
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ESWB6SX7HYWQ54UGBGQOZ7G24O6RAOKD/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/C36GAV3TKM3JXV6UVMLMTTDRCPKSNETQ/
http://packetstormsecurity.com/files/171746/pdfkit-0.8.7.2-Command-Injection.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/JFB2BFKH5SUGRKXMY6PWRQNGKZML7GDT/
https://github.com/pdfkit/pdfkit/blob/master/lib/pdfkit/source.rb%2523L44-L50
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JFB2BFKH5SUGRKXMY6PWRQNGKZML7GDT/
https://github.com/pdfkit/pdfkit/blob/46cdf53ec540da1a1a2e4da979e3e5fe2f92a257/lib/pdfkit/pdfkit.rb%2523L55-L58
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/C36GAV3TKM3JXV6UVMLMTTDRCPKSNETQ/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/ESWB6SX7HYWQ54UGBGQOZ7G24O6RAOKD/
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pdfkit/source.rb at master - pdfkit/pdfkit - GitHub MITRE github.com
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Vendor Comments And Credit

Discovery Credit
LEGACY: Benoit Coté-Jodoin

Legacy QID Mappings

283197 Fedora Security Update for rubygem (FEDORA-2022-6da143f1a2)

283198 Fedora Security Update for rubygem (FEDORA-2022-3ec8272e72)

283466 Fedora Security Update for rubygem (FEDORA-2022-c0d55¢cd527)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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