
CVE-2022-25789
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2022-25789

State PUBLIC

Assigner psirt@autodesk.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-11 20:15:00 UTC

Updated 2022-04-19 12:39:00 UTC

Description A maliciously crafted DWF, 3DS and DWFX files in Autodesk AutoCAD 2022, 2021, 2020, 2019 can be used to trigger use-after-free vulnerability. Exploitation of this vulnerability may lead to code execution.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Autodesk Advance Steel All All All All

Application Autodesk Autocad All All All All

Application Autodesk Autocad All All All All

Application Autodesk Autocad Architecture All All All All

Application Autodesk Autocad Electrical All All All All

Application Autodesk Autocad Lt All All All All

Application Autodesk Autocad Map 3d All All All All

Application Autodesk Autocad Mechanical All All All All

Application Autodesk Autocad Mep All All All All

Application Autodesk Autocad Plant 3d All All All All

Application Autodesk Civil 3d All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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