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Summary

CVE CVE-2022-25844

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-01 16:15:00 UTC

Updated 2023-11-07 03:44:00 UTC

Description The package angular after 1.7.0 are vulnerable to Regular Expression Denial of Service (ReDoS) by providing a custom locale rule that makes it possible to assign the parameter in posPre: ' '.repeat() of NUMBER_FORMATS.PATTERNS[1].posPre with a very high value. **Note:** 1) This package has been deprecated and is no longer maintained. 2) The vulnerable versions are 1.7.0 and higher.

Risk And Classification

Problem Types: CWE-1333

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Angularjs Angular All All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Netapp Ontap Select Deploy Administration Utility - All All All

References

Reference Source Link

Regular Expression Denial of Service (ReDoS) in org.webjars.bower:angular | CVE-2022-25844 | Snyk MISC snyk.io

Regular Expression Denial of Service (ReDoS) in org.webjars.bowergithub.angular:angular | CVE-2022-25844 | Snyk MISC snyk.io

Regular Expression Denial of Service (ReDoS) in angular | CVE-2022-25844 | Snyk MISC snyk.io

[SECURITY] Fedora 36 Update: glances-3.3.0.1-2.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Regular Expression Denial of Service (ReDoS) in org.webjars.npm:angular | CVE-2022-25844 | Snyk MISC snyk.io

[SECURITY] Fedora 35 Update: glances-3.3.0.1-2.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: glances-3.3.0.1-2.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE-2022-25844 AngularJS Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

AngularJS $filter - StackBlitz MISC stackblitz.com

[SECURITY] Fedora 36 Update: glances-3.3.0.1-2.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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Vendor Comments And Credit

Discovery Credit

LEGACY: Michael Prentice

Legacy QID Mappings
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