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CVE CVE-2022-25845
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-10 20:15:00 UTC
Updated 2023-02-23 17:51:00 UTC
Description The package com.alibaba:fastjson before 1.2.83 are vulnerable to Deserialization of Untrusted Data by bypassing the defat

/ |
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Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application  Alibaba  Fastjson All All All All
Application  Oracle Communications Cloud Native Core Unified Data Repository 22.2.0 All All All
Reference Source Link Tags

bug fix for autotype - alibaba/fastjson@8f3410f - GitHub CONFIRM  github.com

fastjson 1.2.80h AR 5L Epoc - ???2?7MALL??27? CONFIRM  www.ddosi.org

Release FASTJSON 1.2.83k A% ( R£fEE ) - alibaba/fastison - GitHub CONFIRM  github.com

Deserialization of Untrusted Data in com.alibaba:fastjson | CVE-2022-25845 | Snyk CONFIRM  snyk.io

security_update_20220523 - alibaba/fastjson Wiki - GitHub CONFIRM  github.com

Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com

bug fix for autoType - alibaba/fastjson@35db4ad - GitHub CONFIRM  github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit


https://cve.report/
https://cve.report/CVE-2022-25845/mitre
https://cve.report/CVE-2022-25845/nist
https://cve.report/CVE-2022-25845/cve_org
https://cve.report/api/cve/CVE-2022-25845.json
https://cve.report/CVE-2022-25845.pdf
http://cve.report/vendor/alibaba
http://cve.report/software/alibaba/fastjson
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_cloud_native_core_unified_data_repository
https://github.com/alibaba/fastjson/commit/8f3410f81cbd437f7c459f8868445d50ad301f15
https://www.ddosi.org/fastjson-poc/
https://github.com/alibaba/fastjson/releases/tag/1.2.83
https://snyk.io/vuln/SNYK-JAVA-COMALIBABA-2859222
https://github.com/alibaba/fastjson/wiki/security_update_20220523
https://www.oracle.com/security-alerts/cpujul2022.html
https://github.com/alibaba/fastjson/commit/35db4adad70c32089542f23c272def1ad920a60d
https://www.cve.org/CVERecord?id=CVE-2022-25845
https://nvd.nist.gov/vuln/detail/CVE-2022-25845

LEGACY: Unknown

There are currently no legacy QID mappings associated with this CVE.
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