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Summary

CVE CVE-2022-25858

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-15 20:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description The package terser before 4.8.1, from 5.0.0 and before 5.14.2 are vulnerable to Regular Expression Denial of Service (ReDoS) due to insecure usage of regular expressions.

Risk And Classification

Problem Types: CWE-1333

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Terser Terser All All All All

References

Reference Source Link Tags

N/A CONFIRM github.com

Regular Expression Denial of Service (ReDoS) in org.webjars.npm:terser | CVE-2022-25858 | Snyk CONFIRM snyk.io

fix potential regexp DDOS · terser/terser@a4da734 · GitHub CONFIRM github.com

backport fix to potential regexp DDOS · terser/terser@d8cc569 · GitHub CONFIRM github.com

Regular Expression Denial of Service (ReDoS) in terser | CVE-2022-25858 | Snyk CONFIRM snyk.io

terser/evaluate.js at master · terser/terser · GitHub MITRE github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Fábio Santos

https://cve.report/
https://cve.report/CVE-2022-25858/mitre
https://cve.report/CVE-2022-25858/nist
https://cve.report/CVE-2022-25858/cve_org
https://cve.report/CVE-2022-25858.pdf
http://cve.report/vendor/terser
http://cve.report/software/terser/terser
https://github.com/terser/terser/blob/master/lib/compress/evaluate.js%2523L135
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-2949722
https://github.com/terser/terser/commit/a4da7349fdc92c05094f41d33d06d8cd4e90e76b
https://github.com/terser/terser/commit/d8cc5691be980d663c29cc4d5ce67e852d597012
https://snyk.io/vuln/SNYK-JS-TERSER-2806366
https://github.com/terser/terser/blob/master/lib/compress/evaluate.js#L135
https://www.cve.org/CVERecord?id=CVE-2022-25858
https://nvd.nist.gov/vuln/detail/CVE-2022-25858


Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

183049 Debian Security Update for node-terser (CVE-2022-25858)

378599 Splunk Enterprise Third Party Package Updates for June (SVD-2023-0613)

http://cve.report/qid/183049
http://cve.report/qid/378599
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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