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CVE CVE-2022-25860
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Print: PDF 1)

Published 2023-01-26 21:15:00 UTC
Updated 2023-11-07 03:44:00 UTC
Description Versions of the package simple-git before 3.16.0 are vulnerable to Remote Code Execution (RCE) via the clone(), pull(), pu

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Simple-git Project Simple-git All

Update

All

Edition Language

All All

References

Reference

Feat/unsafe pack by steveukx - Pull Request #881 - steveukx/git-js - GitHub
Remote Code Execution (RCE) in simple-git | CVE-2022-25860 | Snyk
Block unsafe pack (push --exec) (#882) - steveukx/git-js@ec97a39 - GitHub
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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