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CVE CVE-2022-25867
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2022-08-02 14:15:00 UTC
Updated 2022-08-10 16:06:00 UTC
Description The package io.socket:socket.io-client before 2.0.1 are vulnerable to NULL Pointer Dereference when parsing a packet witt

| 1|

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Socket Socket.io-client Java All All

Edition Language

All All

References

Reference Source
fix: ensure the payload format is valid - socketio/socket.io-client-java@8664499 - GitHub  MISC
NULL Pointer Dereference in io.socket:socket.io-client | CVE-2022-25867 | Snyk MISC
Release 2.0.1 - socketio/socket.io-client-java - GitHub MISC

fix: ensure the payload format is valid - socketio/socket.io-client-java@e8ffe9d - GitHub ~ MISC

github.com/socketio/socket.io-client-java/issues/508%23issuecomment-1179... MISC
Crash socket-io-client - Issue #508 - socketio/socket.io-client-java - GitHub MITRE
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

Link Tags
github.com

security.snyk.io

github.com

github.com

github.com

github.com

WWW.Cve.org canonical

nvd.nist.gov canonical, analysis

[

Vendor Comments And Credit

Discovery Credit
LEGACY: Andrei Nikonov



https://cve.report/
https://cve.report/CVE-2022-25867/mitre
https://cve.report/CVE-2022-25867/nist
https://cve.report/CVE-2022-25867/cve_org
https://cve.report/api/cve/CVE-2022-25867.json
https://cve.report/CVE-2022-25867.pdf
http://cve.report/vendor/socket
http://cve.report/software/socket/socket.io-client_java
https://github.com/socketio/socket.io-client-java/commit/8664499b6f31154f49783531f778dac5387b766b
https://security.snyk.io/vuln/SNYK-JAVA-IOSOCKET-2949738
https://github.com/socketio/socket.io-client-java/releases/tag/socket.io-client-2.0.1
https://github.com/socketio/socket.io-client-java/commit/e8ffe9d1383736f6a21090ab959a2f4fa5a41284
https://github.com/socketio/socket.io-client-java/issues/508%2523issuecomment-1179817361
https://github.com/socketio/socket.io-client-java/issues/508#issuecomment-1179817361
https://www.cve.org/CVERecord?id=CVE-2022-25867
https://nvd.nist.gov/vuln/detail/CVE-2022-25867

There are currently no legacy QID mappings associated with this CVE.
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