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Summary

CVE CVE-2022-25869

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-15 20:15:00 UTC

Updated 2022-07-21 14:32:00 UTC

Description All versions of package angular are vulnerable to Cross-site Scripting (XSS) due to insecure page caching in the Internet Explorer browser, which allows interpolation of <textarea> elements.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Angularjs Angular All All All All

References

Reference Source Link Tags

N/A CONFIRM glitch.com

Cross-site Scripting (XSS) in org.webjars.npm:angular | CVE-2022-25869 | Snyk CONFIRM snyk.io

Cross-site Scripting (XSS) in org.webjars.bower:angular | CVE-2022-25869 | Snyk CONFIRM snyk.io

Cross-site Scripting (XSS) in org.webjars.bowergithub.angular:angular | CVE-2022-25869 | Snyk CONFIRM snyk.io

Cross-site Scripting (XSS) in angular | CVE-2022-25869 | Snyk CONFIRM snyk.io

Glitch :･ﾟ✧ MITRE glitch.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Michael Prentice

https://cve.report/
https://cve.report/CVE-2022-25869/mitre
https://cve.report/CVE-2022-25869/nist
https://cve.report/CVE-2022-25869/cve_org
https://cve.report/api/cve/CVE-2022-25869.json
https://cve.report/CVE-2022-25869.pdf
http://cve.report/vendor/angularjs
http://cve.report/software/angularjs/angular
https://glitch.com/edit/%2523%2521/angular-repro-textarea-xss
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-2949782
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSBOWER-2949783
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSBOWERGITHUBANGULAR-2949784
https://snyk.io/vuln/SNYK-JS-ANGULAR-2949781
https://glitch.com/edit/#%2521/angular-repro-textarea-xss
https://www.cve.org/CVERecord?id=CVE-2022-25869
https://nvd.nist.gov/vuln/detail/CVE-2022-25869


There are currently no legacy QID mappings associated with this CVE.
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