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cssanmenacLrruuRsucLianer . Gertain versions of Vuetlfy from Vuetifyjs contain the foIIowing
: vulnerability:

The package vuetify from 2.0.0-beta.4 and before 2.6.10 are vulnerable
to Cross-site Scripting (XSS) due to improper input sanitization in the
‘eventName' function within the VCalendar component.

CVE-2022-25873 has been assigned by {gh report@snyk.io to track the vulnerability - currently rated as severity.

CVSSS3 Score: 5.4- MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

[Bug Report][2.6.9] xss in v-calendar - ) MISC github.com/vuetifyjs/vuetify/issues/15757

Issue #15757 - vuetifyjs/vuetify - GitHub

Just a moment... MISC codepen.io/5v3n-08/pen/MWGKEjY

Cross-site Scripting (XSS) in vuetify | fob MISC security.snyk.io/vuln/SNYK-JS-VUETIFY-3019858
CVE-2022-25873 | Snyk

Cross-site Scripting (XSS) in fob MISC security.snyk.io/vuln/SNYK-JAVA-
org.webjars.bowergithub.vuetifyjs:vuetify ORGWEBJARSBOWERGITHUBVUETIFYJS-3024407

| CVE-2022-25873 | Snyk

fix(VCalendar): prevent XSS from ) MISC

eventName function - [ text/html | github.com/vuetifyjs/vuetify/commit/ade1434927f55a0eccf3d54f900f24

vuetifvis/vuetifv@ade1434 - GitHub
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Cross-site Scripting (XSS) in fob MISC security.snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-3024
org.webjars.npm:vuetify | CVE-2022-
25873 | Snyk

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

4]

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Vuetifyjs Vuetify All All All All
Application Vuetifyjs Vuetify 2.0.0 betad All All
Application Vuetifyjs Vuetify 2.0.0 beta5 All All
Application Vuetifyjs Vuetify 2.0.0 betab All All
Application Vuetifyjs Vuetify 2.0.0 beta7 All All
Application Vuetifyjs Vuetify 2.0.0 beta8 All All
Application Vuetifyjs Vuetify 2.0.0 beta9 All All

Discovery Credit
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@CVEreport CVE-2022-25873 : The package vuetify from 2.0.0-beta.4 and before 2.6.10 are vulnerable to Cross-  2022-09-18
site Scripting... twitter.com/i/web/status/1... 14:56:16

@Inceptus3  New Vulnerability: CVE-2022-25873 #InceptusSecure #UnderOurProtection 2022-09-18
16:11:16
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