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Summary

CVE CVE-2022-25878

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-27 20:15:00 UTC

Updated 2022-06-08 17:22:00 UTC

Description The package protobufjs before 6.11.3 are vulnerable to Prototype Pollution which can allow an attacker to add/modify properties of the Object.prototype. This vulnerability can occur in multiple ways: 1. by providing untrusted user input to util.setProperty or to ReflectionObject.setParsedOption functions 2. by parsing/loading .proto files

Risk And Classification

Problem Types: CWE-1321

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Protobufjs Project Protobufjs All All All All

References

Reference Source Link

fix: do not let setProperty change the prototype (#1731) · protobufjs/protobuf.js@b5f1391 · GitHub CONFIRM github.com

Prototype Pollution in protobufjs | CVE-2022-25878 | Snyk CONFIRM snyk.io

fix: do not let setProperty change the prototype by alexander-fenster · Pull Request #1731 · protobufjs/protobuf.js · GitHub CONFIRM github.com

N/A CONFIRM github.com

Prototype Pollution in org.webjars.npm:protobufjs | CVE-2022-25878 | Snyk CONFIRM snyk.io

protobuf.js/util.js at d13d5d5688052e366aa2e9169f50dfca376b32cf · protobufjs/protobuf.js · GitHub MITRE github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Alessio Della Libera from Snyk

https://cve.report/
https://cve.report/CVE-2022-25878/mitre
https://cve.report/CVE-2022-25878/nist
https://cve.report/CVE-2022-25878/cve_org
https://cve.report/api/cve/CVE-2022-25878.json
https://cve.report/CVE-2022-25878.pdf
http://cve.report/vendor/protobufjs_project
http://cve.report/software/protobufjs_project/protobufjs
https://github.com/protobufjs/protobuf.js/commit/b5f1391dff5515894830a6570e6d73f5511b2e8f
https://snyk.io/vuln/SNYK-JS-PROTOBUFJS-2441248
https://github.com/protobufjs/protobuf.js/pull/1731
https://github.com/protobufjs/protobuf.js/blob/d13d5d5688052e366aa2e9169f50dfca376b32cf/src/util.js%2523L176-L197
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-2841507
https://github.com/protobufjs/protobuf.js/blob/d13d5d5688052e366aa2e9169f50dfca376b32cf/src/util.js#L176-L197
https://www.cve.org/CVERecord?id=CVE-2022-25878
https://nvd.nist.gov/vuln/detail/CVE-2022-25878


There are currently no legacy QID mappings associated with this CVE.
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